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Deception impact of psychological mechanisms in
generative Al smishing: Comparative study of texts
generated by humans and Al
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ABSTRACT

This study compared the effects of smishing messages written by generative Al versus humans
on recipients' deception perception (trust and behavioral intention). Furthermore, it examined
how these effects vary by psychological persuasion mechanism (urgency, authority, and
mixed) and age group (younger vs. middle-aged adults). After classifying authentic smishing
data from the Korea Internet and Security Agency (KISA; 2018-2021) according to Cialdini's
principles of persuasion, paired stimuli with identical scenario structures were generated using
Al. A 2x3x2 mixed design, controlling for carryover effects, was applied to 126 adults aged 19
—-64 years (younger, n = 65; middle-aged, n = 61). First, a significant main effect of the
generation source emerged: Al-generated messages (M = 2.03, SD = 0.79) elicited a higher
deception perception than human-authored messages (M = 1.65, SD = 0.62). Second, the
authority mechanism (M = 1.89) produced significantly higher deception than the mixed
mechanism (M = 1.77). Third, younger adults (M = 2.01) showed higher vulnerability to
deception than middle-aged adults (M = 1.66) across all conditions. Notably, a significant
source x age interaction emerged: the increase from human to Al messages was larger
among younger (AM = 0.54) than among middle-aged adults (AM = 0.22). These findings
suggest that generative Al significantly increases deception perception beyond
human-authored fraudulent messages, and that younger adults with high digital fluency may
paradoxically be more vulnerable to Al-based deception. Future studies should develop
technologies to counter Al-enabled crime, and establish policies to prevent smishing by
targeting younger adults.

KEYWORDS

Generative Al, Smishing, Social Engineering, Deception, Psychological Persuasion Mechanisms,
Digital Deception
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OAE Es] st 4 EﬂolEﬁ !FJO*Ur 2 Aol Hlolg 24 9 715 22 A
2] LE|(IRB)Y] 2] & 5012 &5 AR} WA EE RS M A Q]2 YHEE| QY.

' AH420) HA] 2 0 2k AR, 2 HJole] Lol EXfe ol & A
O

A2} <l
sl AR 2 5 SARE ARH o2 APET 2 9le U FEE R 7] ArdA &
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e EA B8 R EA 7| X|(R 4.6.0)9] afex, emmeans, psych, rstatix, effectsize =
7]A]5 ARESHRIT). A ARl o2 2ot O HlolE Al AEA R 244 35 AlA.
@ A= A2 %: Cronbach’s a A& @ A4 744 Shapiro-Wilk 2%, @ & 7Hd A% A
HAERI(2) % A7 1A13) AR U] S5 BARR A 9 AlRi(2)2 F7H X BT MRS

A

g AR S AL ® ARE A7 Bonferroni W Tukey ¥7d-2 A&t th5 8| . ® 23 2
7]: B2 o[EfAF(n%,) & Cohen’s d. @ H]E—’.‘— X2k Wilcoxon signed—rank test %71]79.

1. 58 B9 HEE 3 7|28
& AtollA AR et HIAIA] 71Td XA R = R efse ) Al =o] FoF 7F Ui
48 7AZ3517] Y8l Cronbach’s o A48 AH&stgTt. AA| ZroxHN=126) Y ¢ At

S =2 o

o=

<71 A= ~l 71&-8A= <Table 4>9F Lot &4 A}, 91574 -2t 27(a = .609),
w/-AlR (o= .773), BE-AT 23 (o = .680), HG-Al 2 (o = .802), 2HF-AT
ZZ(o=.7095), {1% -AL &= (o= 779) .2 LFERGT:. 237 TIAIR] 9] 749 Al (o = .831

~

Cjo|E{ =2 Al T / Journal of Data Forensics Research 125



U, AXI2. 2026. 4GS Al 201 E2| HEIE 7P} 712Pd0f| DjXls S A7tk AI2] HIAE Y F=x) 2 H|w ot

12go] $A4] 7159 702 A%

F BT 22302 1YY ALY AT} S0, A WA Aol 27 A
g A0l 27 S8 BHA oo W AR T 4 Yk vl ngnES 5
ol SAIE AP Ale] B AT 0 2 2 AL BOIC). malA ALl Ta 2ot 5
BEL 28 71F(0 > 602 BB Jat £FOR BB}

<Table 4> 7@ FTH Y A2 7[H|of 2 7|12Hd H 7|=8A X AMEE
= e
WA | El o (f‘ff';) (ﬁ%i ( oo o | =
el 2.53 (0.80) 1.85 (0.72) 2.20 (0.83) 802
Al EEA LS 2.18 (0.81) 1.72 (0.67) 1.95 (0.78) 773
=2y 2.13 (0.76) 1.74 (0.74) 1.94 (0.77) 779
X AAH|(Al B 2.28 (0.79) 1.77 (0.71) 2.03 (0.79) -
Held 1.58 (0.55) 1.56 (0.60) 1.57 (0.57) 680
oI7} X fl=d 1.94 (0.65) 1.57 (0.57) 1.76 (0.64) 605
=2y 1.70 (0.67) 1.51 (0.61) 1.61 (0.64) 705
FH| AAH(QIZHEH) | 1.74 (0.62) 1.55 (0.59) 1.65 (0.62) -
B e HIAX] 2.24 (0.61) 1.78 (0.56) 2.02 (0.63) 831/ .859

B (EEEAD. 7|2 B 48 2IHE HE(1 = T OEX| Qi) 4 = 0@ OHCHE 7IE= A

—

it}

Folg Auun, AUQl A0 AS2 5 AVL RIS
(M=2.20, SD=0.83)7F} =<1 AAF A R]Q] 7191 A~ (M=
Fe 202 Uehde. o) 71E9) A0]4 £.50] AU oAgto
o] 3% Ale] el AT ool A efatelo, A ARl ET o

> W
of
2

2.02, SD= 0.63)% e

o oo N
ol

rlo
>
i)
rulm

iz
_EL

II

e

r
rE o

AT AL Q1SS AT
gHd, Sh aper-Wll Brd A7 XIS Aut, 2014 519 259 719Hd A4 2220
A 731178 74 0] AR . 2 Sl = ool WA QT W= .847~.950, p< .05). Le{L} 2
A= B E 3719 FEAM(N=126) & SAI=Z5HA2](Central Limit Theorem)of T2 2
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125) =67.898, p<.001, n’, = .352). &, A&] 7|A| 212 %S W Ad P AVFAdsh &
017 &HM = 2.03)7F QIZF "R AT A eh Z—HM = 1.65) 8.0t LAIROA] FolsHA H =
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p<.001, r=.631).

=M, A=l 24 2] 71419 S8 E£5F SAIR 02 505t #/(1.97, 245.80) =
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et 551 /g 71AolA] AL} QIZFe] Z71abd o] W x10](0.66)7F Y15/3(0.194)0]Lt =&
&(0.331)0f] v]sl *Jth™ o2 FA LpERdTE
ol =AY AL ALESHEIAE EQ 710} sﬂm s Be ”ﬂoﬂﬁ

ol ozt 33710l 3§

IH= <Table 5>2} 2+ E}.

<Table 5> 4’4 FH|et Ma| 7[Hlof MHE 7|2 H4o| 23 E5E B4U4EM 2t

Ol (Source) A= (dfy F FOIEE (p) & OEFEIE ()
M- FH|(Agent) 1.00 67.898 <.007*** 352
QKHAYAM ZF=H) 125.00
M2l 7|H| (Mechanism) 1.97 4.045 019* 031
QXK 2| 7|H) 245.80
M F=H x Ae| 21A 1.92 17.841 <007+ 125
QRHEM A x al2| 7|l 240.20 - - -

22| 7|H| S d2AE0| AR E(df) = T 7P QIBIE QI8 Greenhouse-Geisser 2-X|7F HEE!
*p <05, ***p <001

AS(M = 201)01 S (M =
=2 71 A Blon, = AT Y S 71T Alol= SAA
O = FOIsIATHE AFo] = 0.353, 95% CI[0.166, 0.540], d= 0.668).
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<Table 6> 7|2Hgo]l Ciet AT x WEFH x H2|7|H| 38 2g 24N Zat

Source(#2l) df F P n%
] s fd g =an
A (Age) 1 14.044 <.007%** 102
2K} (Error) 124
JHA| LY =t
A=A 1 72.140 <.007%** 368
A x M=K 1 12.476 <.001%** 091
A2|7|H (Mech) 1.97 3.953 021* 031
A x 2|7 1.97 1.210 299 010
MATH x M7 1| 1.96 18.128 <.007*** 128
A x WEFH x AE27|H| 1.96 8.787 <.007*** .066

AME| 7IH X 2 AEEO| XIRE(d) = TR 71 IR QI Greenhouse-Geisser 28X|7t M8 &,
*p <.05, ***p <.001

E3, AT AP FA) 240) 29 ARG BT A1 0 2 GOl UErITHF(L, 124)
12.476, p< 001, 1f, = .091). A ThE 24 T autS A Zuh AAS0 5HAS
£ QAP BB Al AP 27 A001M §0lsh & Z1aMde Boich Jeiy An

Axte] F7104 xfol} TALEQICE AWF-L I} LAY B3 2h0] Zlabg M4 Az}
(2 &}o] = 0.540, 95% CI1[0.416, 0.663], p<.001)7} AThA 0 2 FA| Lpeht uhed, A1
A2 7 AzHW o] = 0.223, 95% C1[0.095, 0.350], p< .001)7} & Lk}, o= A4
@ ALZ70] 719t 2upt JHS AolH o 2 Bo2 wse 4':18

o},

A2 71l T 4 AlthE SR antE AR Autold = T 2 Aol el glct,
AA52 B = 2.06)2F SIFH(M = 2.06) 717] 310 woﬂ(M L92) 2209 9] 5
AR Sofsl] 2 713PdS SUSIHTHZ p= 046, p=.041). ¥Hl, FAPAFE A
71 e 714 2 BAK 0 2 Sojnjgt A4 Atolst AEIA] gpoleh
4.23. %4 HIAIX| T A0|Ao] #E EpEe

R 7 AR 2} 2014 A1F-E 219] 719 A2 Afol.g vlmsly] 9] LS ER £
g ANISIATE. $4) Fak QIzio] ARt Al B 3 tlAIle] vlsh 55 02

=0.017, 95% Cl [ O 052, 0. 087] z‘(125)
0.488. p- 626). ol = @7 oIS 2ot 175‘01] A Iz E Rt B pok AR 3871
o] 74 UAIAIE S0 ulsh WiEsh Wi uh, A9 F AU AFERE oby Bl A Bl
Al

£ 57 2 FAH A

25191 7] 717) S 9l 9l PEA AHU(BE]
£)2 Bejste] Y ZA0] Gt 271 LGt YR AR BARA 2 CheER 7%
Ak, 2| w AFLoA Y Al AR B0t A A Bk golsb] w2 H4E 1S
SFITH (1, 125) = 64.094, p<.001, %, = .339; W Afo] = 0.429, 95% CI [0.323, 0.535])
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