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ABSTRACT

The dark web is an anonymous network in which criminal-related information, including
hacking tools, financial fraud data, and illicit content, is actively distributed. Owing to its
large-scale and unstructured nature, effective classification and analysis remain challenging.
This study compared and evaluated topic-modeling techniques to identify threat categories
and support threat-response strategies. A dataset was constructed from dark web HTML data
collected over eight months. The data were preprocessed, including duplicate removal,
content extraction, language filtering, normalization, and stop-word removal. Subsequently,
topic classification was performed using Bag-of-Words (BoW)-based models (latent dirichlet
allocation and non-negative matrix factorization), embedding-based models (BERTopic and
Top2Vec), and the large language model-based topic generative pre-trained transformer
framework. The analysis identified major categories, such as seized or closed sites, financial
fraud, cryptocurrency-related activities, marketplaces, hacking services, and pornographic
content. Embedding-based models distinguished more fine-grained categories through
semantic understanding, whereas BoW-based models provided higher interpretability. These
findings demonstrate the potential of topic modeling for large-scale dark web-data
classification and cyber-threat intelligence applications.

KEYWORDS
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7} 71510}, mizto] mstElo] Qlck. 2ok & REle £ cofs) ofH s15A|e} 82 o]
ETlo 7|4 =A] EF-To] &5t Tof 7EEAE Eoll sllA 215 MRS 4 QU

LDASH NMF= 242 tho] 53 EAlo] 7]utsto] 2Aj-tlo] sj2ie Ealshe 22| 9lx
oF, 7Pgol met f=ls ZeEjeithe Ato]Ao] it} HA], LDA= Aol tisiAl = SR A=
o] SFERE 2, FAO oM = Tol 5 & w22 LPtshe g edgolt. ©ofol &3
HiE(term frequency)s 102 AR2SH= Bag-of-Words HEJS dzoF SHH26].
tomotopy 2to]He{2| g LSt OH, FA-FA] Za20] t2| 22 AP sto]mm2tulE] as
0.1, A]-Tof Z20] AP stolmjufetolE] £ 0.01, U5 422 42785kl 1,0008] ¥ st
SO BHH, NMF+= A -To] S§8-2 A -5A] B 1t £A]-Tof SJZ 9] o2 JAF#
olish= AFtiaA 7ot 9] B FA 0 S4shs =)l 55019 9= etstr] ¢
5 24 vlx 2 715X S HASHTF-IDF B3-S Y3 0 2 A5ttt @2 seikit-learn 2t
ojHa{2| 2 L5t} Y TF-IDF SjE2 F|cff o19] 20,0007H, &4 &A1 ¥1& 5, o &A1
Hl& 0.95, FU 13 3l vjo] 18 (n-gram ®H (1, 2))2] 207 st o, Hars 427
ARstiaL, &4 42+ Frobenius normE AHE-5HA &|dff 4009] ¥HE.0 2 sk551eIct

A

E'_

Aetsto] A B2 2E5h= %”4
10| = ZAIE eafol=t] bR o
2 441 BERTopicyt Top2Vec g 417 o}?‘iﬂr. T OH2 U SARR BHEVIA] &Y 24
2 F2 4 A, BT 25 AV A1k ol Rl 7|RE 7 jiut ge] Eo L7 ool e
TARZRE A" -840l Aok oeh FA AHPS 9 APSHE BRlofA] A=A
(BERTopic), w4} tid Zm| A0 A1 8h55t=A](Top2Vec)oll T2t AHE A8 WAls 2
2]3tth= Rto|Alo] Qlet.

BERTopice &A1 UHIY, M F4, d4s8h 74| 239 TA=Z AR 72 245
SBERT 7|4t 22 ojo] Bilg] 2 Helst §] UMAPC 2 Y-S £4511 HDBSCANC 2 W&
718t 23S e8ste] TS P/dstn, ojuf BT o o] YR H&-2 |4 24 2710 9
ofl 249t 2F 282 sl 2A & IR 24 ©9] WY TF-IDF(c-TF-1DF) 2 B4
I 7|¥EE £531tt d¥d 2L all-MiniLM-L6-v2(384X+Y), UMAPL o] & 4~ 15,
4 RHY 5, 2] 4 #12] 0.0, HDBSCANL & A #4] 37] 50, &) A FE 2 7]27HNone)o.2 A
g5t §FH, Top2Vec w419 Tol & 543t oju] 31tof] el madsh § U4 do2 &
Az Attt APdsts 253 2= BERTopicit @2], Doc2Vec O 2 74 T4 T 204
B Tho] AW &7 sH46t & £A51HA UMAPTH HDBSCANC 2 412 EFlGEY, 7 7
Aol FAE ET wE g Aolsto] MY JhE ©ol BB EZ Ulu ?l%lEi &3
Top2Vec E3t Exl 25 AMA R|AJ5HA] il U2 Doc2Vec o = A4 ek 300RHY ¥
El, UMAP2 0] 2 15, %4 &} 5, 2|4 #2] 0.0, #2] A% cosine, HDBSCAN- &] 4 7
A 371 15, B4 B2 4 7123 (None) 0.2 4751t
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3.33.LLM 7|8t Exf HEg
LLM 71§t 2ele ©ojo] & A7} ofl2t £A{e] HIAES T2 o] L (LLM)of| A]
A dsto] wHo] Qlof olsl s o= RE A ETZ %335}% WAlolct, o] RHEllg S
5171 YsliA ©A] 27032 &5l F2d A FEdl U= TopicGPT ZA Y 35 N 8-51%
tH27]. TopicGPT+= BT A3/} £ 40| &= WA= AR B AV GAloA = AA]
A AolA B2-Z FE510] LLMO|| AJAJoEAL, o] Hof A/ e E 523 S Yoz 2
o 22 ETZ PHEA 0 Ao ¢ 7, 55 EXZ Yoot EA VeI I EXS
AAshs BA 782 A EX I dAOIA = A" EF 553 vl o2 7)1 E A
717 At EglS Idoy, ool Tl 2171 El= FA41 Ul Q182 & A|A§HT) Tof
ol 4 A& YH o st ool + HRetde], & 72 wAe HIAES A sty
o] F30] ofyz} Alo] o5li5tr] 2l Atdo] FEjQ] B o] EE Alsl & *J%ﬁjfﬂr%

oA ATt ARPZF 571%E TopicGPT &3 AME6H1 o0, LLM Ollama 7]%¥
27 22 16t £ A Tl TopicGPTe] AAtof mhat 4886ty 1, B St
(#7) @Ao= Llama 3.2(3B)2F Gemma 3(4B)S AHE-51% T

Iv. ET] neldl Mg Aut 5 "It
4.1. to] Bl (Bow) 7|4t EE mEZ ZHu}

4.1.1. LDA(Latent Dirichlet Allocation)

A 11,9527 A& diide 2 A K& 4757 ] YoM 178 AMA 2 Adet A,
K7} 20 ASlE £5 71719 S8} 4712 &3 20| Z7114k TepA] 120 Y
oA B7HR| 259 F A4(mean_cv)7t 0.5 o] fe g A&, 1 72K < {7, 8, 10,
12, 13, 14, 15}0] sigE9ict. HIIK|E2+= LDAOA da] AI8EE C_V coherence,
C_NPMI coherences 112{5tITH28]. EQt AL E 1T 55 HAEO] ofot Pt =2 &
&at7] Y54l meanit mediang A 28519 CHcTable 2>.

<Table 2> LDA K'& Coherence Z1}

K mean_cv median_cv mean_npmi cv_min cv_max

0.6018 0.5756 0.0934 0.3657 0.8884

0.6177 0.6065 0.1134 0.3459 0.8884
10 0.5633 0.5412 0.0740 0.3011 0.9493
12 0.6020 0.6389 0.1101 0.1826 0.9493
13 0.6804 0.6829 0.1588 0.3189 0.9493
14 0.6589 0.6414 0.1482 04182 0.9687
15 0.6530 0.6597 0.1363 0.2128 0.9493

K ZFe 1302 390}, mean_cvZt 0.68042 7F =11, meany} median©] 8-AsHo]
coherence 22} F4 ZFo] A thEA] ¢fS5 =R Eot BX 49| Hof IH SAIE
o] s A deEFeRA ol =245 EF d@iol =35 UEEs
mean_npmi®}, 10| 2= A|A T4 EHO| EXNE AANSH= cv_ming SEA 0= F7t
sttt K=13 A& Ayt AA]| 11,9527l &A]+= Blocked 5,56871(46.59%), Financial Fraud
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2,30671(19.30%), Pornography 1,10071(9.20%), Hacking 1,40071(11.71%), Marketplace
42571(3.56%), Cryptocurrency 33371(2.79%), Forum 13871(1.15%), Others 68271
(5.71%) 0= 7= %1 20, Blocked & ET o] KA 2] Ayto]| 77k H]-&2 AFX|5H= Z10]
EX]o|t}<Table 3>.

<Table 3> LDA TX| E4|E 2/ 21}
£ i 2 ES x| vig
0 Blocked Seized/Closed Sites | _ >UPPOT%: information, police, bavarian, = | 5 eq | 46 5q0,
anonymous, website, btc, buy, guide, socks
Hacking-for-Hi hacki i ice, th
1 Hacking ac| |r'19 or .|re/ as, hacking, about, serV|cesf service, they, 1400 | 11.71%
Spoofing Services an, contact, so, time
5> | Financial Fraud Credit-Card Dump/ usd, unltgd, statef, eur, buy, pfersonal, 349 | 200%
Hacked PayPal Shops confirmed, zip, yes, premier
3 Marketplace Drug Marketplac'es/ add, cart, prlcg, buy, transfer, product, out, 15 | 356%
Online Pharmacies options, sale, escrow
4 Pornography CP/Pedo porn, free, V|d§o, cp, teen, child, sex, girl, 21 | 185%
videos, young
5 Pornography Teen/Boys visit, porn, teen, boys, videos, .cute, young, | ooo | 7359
orgasm, best, collection
Onion Link Lists/ onion, tor, links, scam, search, market, dark, o
6 Others Pirated Media web, hidden, iphone A74 | 397%
7 | Cryptocurrency Bitcoin Scams btc, bitcoin, .wallet, transfer, price, address, 333 | 279%
receive, order, sent, wallets
. ago, minutes, hacking, cracking, hours,
8 Forum Forums, N?WS Mirrors/ carding, tutorials, methods, discussion, 138 1.15%
Translation Tools
database
9 Others French Activist/ . order, d'e, cards,.serwce, card, money, out, 508 | 174%
Independent Media information, an, everything
Money-Transfer/ aypal, transfer, buy, money, cards
10 | Financial Fraud Account Shops paypal » DUy, Y ' 1,030 | 8.62%
account, accounts, western, union, transfers
(PayPal/Escrow)
11 | Financial Fraud Cloned—'Card/ cards, card, buy, online, pin, atm, world, 603 | 5.05%
Western Union Shops best, code, stores
12 | Financial Fraud CounFerfelt Cash/ buy, card, gift, money, cash, make, amazon, 24 | 271%
Gift Cards sale, usd, eur
Total 11,952 -
2R} &7 Ol &30| Blocked?} & o], & 55687 =AJoll Hisl Seized, Closed,
Others® 2X} 255190t SUst BfHo 2 MAE K ZF2 8o|thTable 4>, Autsioz

Seized®]| sg5h= Sub 13} Sub 271 AA|Q] 91.90%F AHX|stR oW, +4F 5 o=
siME= Closed =M= FANSHA] QQkth  Otherso] sHEsk= 67§ Sub EX
PayPal/Escrow, Bitcoin Service, Cloned-Card & 28AH| @302 NH BE=3519ct &
stdog AMmYors o, LDAE £ 87l(Hacking, Financial Fraud, Marketplace,
Pornography, Others, Cryptocurrency, Forum, Seized) tH&A|QF 14719] | EFA 2 &

FEoich
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Sub X _E_E (=] o
e 2p gl 1o 2M%| Hg

o | others Money-Transfer/Account | paypal, socks, proxy, account, btc, vgrlfled, W, | g 106%
Shops (PayPal/Escrow) garanteed, accounts, exclusive
inf . . i

1 | seized Seized support, in ormatlon, bavarian, police, ' 3341 | 60.00%

anonymous, website, btc, buy, account, guide
5> | Seized Seized polige, bavarian,' i.nfo'rmation, rgdirecting, back, 1776 | 31.90%
polivalente, verification, rg, unidad, complete
3 | Others Cloned—'Card/ guide, withdrawal, cards, cost, use, balance, 69 124%
Western Union Shops atm, bal, pin, card
4 | Others Bitcoin Service in, bitcoin, buy, privacy, escort, guarantee, | 107 | 3 360,
ready, service, email, order

5 | Others Bitcoin Service btc, avalle.lk.)le, buy, wallgts, bitcoin, wallet, 57 0.48%

verified, blockchain, sold, out
it- D il | k al
6 | Others Credit-Card Dump/ btc, account, email, paypal, socks, tutorial, cc, 62 111%
Hacked PayPal Shops info, payment, full

7 | Others Clonedeard/Western guide, support, socks, technical, deals, value, 47 0.84%

Union Shops cashout, balance, pdf, standard
Total 5,568 -

4.1.2. NMF(Non-negative Matrix Factorization)

NMF= LDAO] 8]l TF-IDF s2-& Y0 2 ARg-sto] & Tojof 715X] 5 APl oA
goen, £ 7Hwilzlo] 2 tojo] AFX 02 7157 RoIElL 542 J1ICk NMF
2o A= K 3E AR BP0lA ev_max gho] LE 1,002 SUste] o2 Ale]stct. Ea,
71202 ARt HAs} e7fol 0, K 3t A4 Aol A 8 mjske mefsia] stk A%l K
S At e 2889t Auk K {8, 10, 12, 14, 16, 18} 1:¢F2 AEsIth K7F 8 0]
Aol 4 2 mean_cvet median_cvZ}t 7H) o} K=88 M A 513 CH<Table 5>.

<Table 5> NMF K& Coherence Z1}

K mean_cv median_cv mean_npmi cv_min

0.7304 0.7319 0.1099 0.3047
10 0.7220 0.7055 0.139%4 0.3047
12 0.6578 0.6225 0.0960 0.3047
14 0.6900 0.6790 0.1337 0.3047
16 0.6960 0.6937 0.1359 0.3047
18 0.6332 0.6390 0.0982 0.2339

2= Ay JA 11,9527] 4]+ Blocked 5,12471(42.87%), Cryptocurrency 3,94371
(32.99%), Financial Fraud 1,60771(13.45%), Pornography 1,27871(10.69%)2] 47} ©H&
2 Ba2g9lon|, Marketplace, Hacking, Forume E&% X QI9It}<Table 6>. 0|&,
Blocked”} 7]&X]|Q1 4,0007} o]0l sidE] o] 24} &-&7-5 5hicth.
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<Table 6> NMF T X| EZ!iH

=
=5 2u

s wF 2p EES Ed+] Hg
bavarian, information bavarian, op alice,
0 Blocked | Seized/Closed Sites | 2-tnOrities information, onion op, alice site, |, 4 3q. | 17 ggo;
bavarian police, bavarian authorities, seized
bavarian, site seized
isit, , teen, , cute boys, cute,
1 Pornography Teen/Boys VISt porn, teen orgasm cute boys, cute 744 6.22%
boys, young, orgasm fairly, teen amateurs
support, police anonymous, support
) inf . .
2 Blocked | Seized/Closed Sites | "ePSIt® anonymous information, website |, a5 | 5 470,
support, information support, support
support, anonymous, website, information
3 | Financial Fraud Cloned—.Card/ cards, Fard, .unlon, western union, erstern, 847 7.09%
Western Union Shops visa, pin, stores, paypal, prepaid
4 | Financial Fraud CounFen‘elt Cash/ | gift, gift card, card, buy, card buy, amaz.on, 349 292%
Gift Cards buy sale, sale, buy amazon, amazon gift
, Visit, cp, child, free, video, videos, sex,
5 Pornography CP/Pedo porn, visit, cp, child, free, video, videos, sex, | .o, |, o,
teen, girl
N ) transfer, bitcoin, buy, , l, btc,
6 | Cryptocurrency Bitcoin Service rans e.r ftcomn, b, .money paypa’, bic 3,943 | 32.99%
price, transfer price, order, cash
. . Credit-Card Dump/ united, buy, united states, s.tates, usd,
7 | Financial Fraud personal buy, bazaar plastic, bazaar, 411 3.44%
Hacked PayPal Shops . .
counterfeits, plastic
Total 11,952 -

Blockedol] S35 5,1247] 2A10]] chsh 2110] K2 w83t Ak, 27} Al lc. 2f3e)

£ Seized, Closed, Others2 22
(2,1397, 41.74%)°t 29 5t
oo, Othersol| siiEsh= wAl= Qth FFstH & 5709 dix
Financial Fraud, Cryptocurrency, Seized, Closed)e} Al 2%

<Table 7> NMF Blocked E'H 2} 25 Za}

Al= 8717} &

OhJ2 1jElo] FAIQ1 Closed(2,98571, 58.26%) = -

23519 Table 7>. AR 0 2 Blocked ¥4 U Seized

FE A

A|(Pornography,
FEIC),

Sub Wi = =

an | = 2 A9 Ehof 2M%| ug

bavarian, information bavarian, op alice, authorities

0 Seized | Seized | information, onion op, alice site, bavarian police, bavarian | 2,139 | 41.74%

authorities, seized bavarian, site seized
support, police anonymous, support website, anonymous
1 Closed | Closed | information, website support, information support, support | 2,985 | 58.26%
support, anonymous, website, information
Total 5,124 -
4.1.3. 87}

LDA® Q17 2A710) ARS 7)Y o] B7H 3t 24 Ajofo] Qlltt. 4814 ALt Aug &
=9 O ool SAIS RIS siAdstr] Ysh Q1] =)l XAl F}isHof it T
Ao| E7} 2710} ORoFS S Alo] FFoHs Atl7E HIHsY, 7F Afo| E2 shLto] Emlo]gt ujg
She WAl AR Aol E0] Babd AL Theste 927} ok a0 2 LDAS S5 &

38
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46.59%) = AT, YOA] A¥k2 3-5A171(19.30%)
: H Al E S eohl e AEIAIZ L & 4 Qo). wHA,
A 7 @21 20001 0.2 Ao wh2ol, 041 1ol A2 240
A2 591 EYor L] o AR 542 7RIt AR Alo] Eo|A A Hl&2 At
Sohal e U EFol 54k 71°k°] UER
O}, 9] ©ojet AA| Aol E Ul &o] EUX[sh= Al E IR U] 5 ZRoe %
Q3L J2uf NMF 222 t}39) U] ‘Blocked' & Seized 2! Closed 2 A= ETS
Toto] FAdsttt. 2Rl o 2 NMFE &8t ‘:Jr:’”] = AP SAIG AREA S o2 A A}
TP A(42.87%) 2ol MRt U] 2(32.99%) F-5AH71(13.45%)7F AJ8listal 9lot, ot
ofolut a7 5 A% AE FAPT 28 7I¥ ol & UHEEJC”E%ILH ok &, th=2<lo]
AP ATt Abe 78 QlmetE AbEshi Qlg= AlARRICE ARHZIEC] ool tishA =
LDAE= A Afo|E gjilio] SARZ|o] "Qh4x(Seized, 42.82%) 3t /Jut= ofjAlgh ¥,
NMF 49x(Seized, 17.90%)8CH 29Ate] AMSA Aot SAF Tree ‘Oe M
(Closed, 24.97%) 9] v]%-0] O] =A LtEFJTI<Table 8, 9>.

<Table 8> LDA HFEYH AlO|E H|E

EE AHMER ) HiE
Marketplace 425 3.56%
Hacking 1,400 11.71%
Financial Fraud 2,306 19.30%
Pornography 1,100 9.20%
Forum 138 1.15%
Cryptocurrency 333 2.79%%
Others 682(451) 5.71%
Seized 5117 42.82%
Blocked

Others 451 3.77%

Total 11,952 -

<Table 9> NMF 3 AlO|E H|&

s A2 = HlE
Financial Fraud 1,607 13.45%
Pornography 1,278 10.69%
Cryptocurrency 3,943 32.99%
Seized 2,139 17.90%

Blocked
Closed 2,985 24.97%
Total 11,952 -

4.2. YUY 7|t EX| 2 A}

4.2.1. BERTopic[29]

3 11,9527 A& tid e s 2Hof st A}, K = 200] £|A A2 =151 1,
sto] Z55 FA7E 5730 A K = 609 o, S&5131T. o], £]A0] £ 7
sl th/d(Diversity), oFz2to]o] H]-&(Outlier), |0} EH 4(Largest), B+ A1
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12, oA, 2RI, T, AT, A9, 27| 2026, £T WY WIS 53 T olofe] £Fot 9 heuY
T (Cos_Avg) = A BE 31519 & "A4(Score)S AFE6H9 T <Table 10>.
<Table 10> BERTopic K& X|E 74 Zu}
K Diversity Outlier Largest Cos_Avg Score
20 0.8789 0.2342 0.5008 0.3302 0.7110
25 0.8542 0.2757 0.4972 0.3577 0.7028
30 0.8414 0.2693 0.4946 0.3911 0.6836
35 0.8088 0.2882 0.4500 0.4220 0.6771
40 0.7872 0.2087 0.4826 04195 0.6761
45 0.7545 0.2447 04514 0.4413 0.6635
50 0.6490 0.2549 0.2711 0.3895 0.6864
55 0.6796 0.2380 0.2658 0.3846 0.7028
60 0.5559 0.2820 0.2347 0.3746 0.6660

215 =l a0
So| Nz F85A 21
o SoA] A1 Qo UG 8 LF S ek

ZAE Ao

He &

O

71 ol

Financial Fraud, Pornography, Cryptocurrency, Hacking &
EZEIoE JA] 11,9527 &A1 71

A 0]

aT v —‘:’—-}\]—?_]

200 2 x]|A5tgct. Emo] thokd A2 (Diversity)7t 713} =00 A3
1 =359l o]u]7} Rojxl A8 oju]gir}. 3t 2o e A
FAHE B Cos_Avg)O|
| 7F=stch. 1 Ayt OutlierS A|2]6taL Blocked, Marketplace,
! Others?] 77l =0 HZ7}
%0 2 Blocked 5,24971(43.92%), Marketplaces 2,499

71(20.91%), Financial Fraud 1,71771(14.37%), Pornography 1,11271(9.30%), Outlier
71571(5.98%), Cryptocurrency 28271(2.36%), Hacking 19771(1.65%), Others 18171
(1.51%) &0 2 eI TH<Table 11>.

<Table 11> BERTopic MA| EZ|H 25 Z}
=g 2F 2fe ES X% [ g
1 Outlier Generic Money/Shopping | buy, money, |phone, usd, make, 715 508%
Pages cash, rich, order
. i .
0 Blocked Seized Sites bavarian, s“pi’sirst’ information. | 191 | 43.43%
1 Marketplace Drug Marketplac.es/ onion, add, hacking, cart 1,866 | 15.61%
Online Pharmacies
2 Financial Fraud Cloned—.Card/Western cards, card, them, visa 960 8.03%
Union Shops
3 Pornography Teen/Boys visit, porn, orgasm, teen 724 6.06%
. . Money-Transfer/Account
4 F | F | f 4.94%
inancial Fraud Shops (PayPal/Escrow) paypal, transfer, accounts, account| 590 94%
5 Pornography CP/Pedo porn, free, video, cp 388 3.25%
6 Marketplaces Gift Card Resale Shops giftcards, escort, min, amazon 275 2.30%
Counterfeit Cash/ ) o
7 Marketplaces Gift Cards gift, card, buy, amazon 163 1.36%
8 Cryptocurrency Bitcoin Scams btc, wallet, wallets, address 150 1.26%
. Hacking-for-Hire/
Hack | k 1 1.15%
9 acking Spoofing Services account, paypal, socks, proxy 38 5%
Credit-Card Dump/ bazaar, plastic, counterfeits,
10 Marketpl 138 1.15%
arketplaces Hacked PayPal Shops paypals ?
A1 / Journal of Data Forensics Research 40



#, 2714, 2026. £ 9 WIS S8 CEH oole REok 9 cheuy

jﬂ
H>
40
3
B
8
o8
N
09t
i
0o
H‘é

1 Cryptocurrency Bitcoin Mixers/Tumblers bitcoin, btc, bitcoins, double 132 1.10%
12 Financial Fraud Card Scam Sites easy, fast, safely, code 96 0.80%
13 Others Anonymous Tor Hosting anon, hosting, service, hidden 91 0.76%
14 Others Onion Link Lists/ coredir, libraries, trusted, explore 20 0.75%

Pirated Media
15 Financial Fraud Bitcoin Multiplier Scams | bitcoin, wallet, blockchain, exploit 71 0.59%
Stolen Credit-Card Data

16 Hacking order, data, information, stolen 59 0.49%
Shops
17 Blocked Closed Sll'izsgi;ror/Block refresh, disabled, wait, please 58 0.49%

Firearms & Weapons
Marketplaces

Total 11,952 -

18 Marketplaces caliber, mm, price, guns 57 0.48%

27}t 7 tidoll sl Blocked & 5,1917} =A1of thsh A% E 275 e85t
Piioh S Qg0 2 ok Au, £ Jjas K=30.2 SIEQlch BAA T, ARG
A4 Ul FENQ! "Seized” mE 0] Blocked W 59| Ul AAISHAL 9135 &R15HY
<Table 12>. &3R&o=z2 67} (Marketplaces, Financial Fraud, Pornography,
Cryptocurrency, Hacking, Blocked)2] T ZA]|Q} Al 554 207 2 1259t

<Table 12> BERTopic Blocked EE'8 & Zu}

Sub ET | IfEF HF 2H ¢l Eof 2N 5| HIE
- . bavarian, by, authorities, alice support, website,
. Bavarian Police . .
Sub 0 Seized Seizure anonymous,information, datenschutz, 5116 | 97.47%

impressum, und, officebavarian, this, site, has

Database Error/ . o
Sub 1 Closed Wait Page please, wait, refresh, page 75 1.43%

PAYPAL St
Sub 2 Others ore buy, personal, united, premier 58 1.10%
Remnants

Total 5,249 -

4.2.2. Top2Vec[30]

= 11,9527 242 gjato g pdof] J=ist Ay} K = 200] A Y-S &1
sto] 8= ZA|7F SAsH= AJAQI K = 70U o] B &5t o], x]Alo] Ed 7]
215 o}k d(Diversity), 2|t E5 4(Largest), o ZA] SATE(Cos_Avg) = K]
&hsto] A& & 4(Score)2 A&t Table 13>. Top2Vec2 BERTopict} Ch2 7
M didor MG 7 77z AR A EESHRIRE AR Q] JHlE 51t
oAl thre] B8 AU QhE S0l AlBiA Q] Al @/dstol BIK &t upc
N 5] = dAto] LAYttt &, BERTopictt 559 27104 B8 1.6.0] A &
o2 wlekn vlmap] S, AL A 2ol b5 9 clole] 2 o)
olzx 02 Bajstol 25| K A5zt Outlier Al2l5tsict.
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<Table 13> Top2Vec K& X| & 4Pd Za}

K Diversity Largest Cos_Avg Score

20 1 04215 0.114 0.8297

25 0.9800 04214 0.1085 0.8218

30 0.9800 0.4213 0.1113 0.8213

35 0.9740 0.4213 0.1045 0.8199

40 0.9767 0.4214 0.1117 0.8197

45 0.9750 0.4213 0.1126 0.8188

50 0.9711 0.4213 0.1090 0.8177

55 0.9650 0.4213 0.1009 0.8174

60 0.9650 0.4213 0.0972 0.8174

65 0.9569 0.4213 0.0931 0.8145

70 0.9571 0.4213 0.0150 0.8149
K=202 A S 2 5 59 B7t A4 (score)’t 0.82972 7V =oF A= Z-5E| AU 11
54 1 SR ool AAE 7bg R BESD 982 ujstol, A5 £ 22 4ot
t}. 7 Ay} Blocked+= 5,10471(42.70%), Financial Fraud+ 1,83571(15.35%), Others+—

1,70971(14.30%),

Marketplacet 1,62271(13.57%),

Pornography= 1,12571(9.41%),

Hacking & 30471(2.54%), Cryptocurrency+ 25371(2.12%)0. 2 UERITHTable 14>.

<Table 14> Top2Vec HH| E='E

=F 2t

£ o5 2 EES KR
. ) - i i
0 Blocked Seized Sites | _D2varian seized, site, police, support alice, | g 14, | 4 700,
authorities, information, website, anonymous,
ndepencent Tech | 0 e et seers
1 Others Blogs/ A e ' 865 7.24%
. subscribe, internet, organization,
News Mirrors
development, encrypted
5 Pornography Adult Porn Link amateurs, orgasm, bitches,raped, xonio.ns, 723 6.05%
Aggregators fairly, tons, cams, assholes, rape, collection
affiliated, giftcardsmarket, privacy,
3 Marketplace Gift Card Resale c.on.ﬁrm.ation, caéhout, mar, what, email, 672 5 62%
Shops distributing, provide, carries, thank, deals,
replace, leave
ore T T M e o s
4 | Financial Fraud | ccount Shops ' ' 9 ' resp Y 428 | 3.58%
fasttrans, paypal, fastransfers, perfectmoney,
(PayPal/Escrow)
harassed
cp, naked, anal, child, preteen, hebe, nude,
5 Pornography CP/Pedo boy, porno, amateur, pthc, mom, pics, 402 3.36%
creampie, gay
Onion Link Lists/ d|'re.ctory, ||nk§, seafch, tor,. markets, engln.e,
6 Others ) . wiki, torch, oniondir, coredir, hidden, ahmia, 391 3.27%
Pirated Media .
web, engines, urls
Multi-Country Gift netherlands, cypru.s, nl, fr, austria, zealand,
7 Marketplace denmark, spain, kindom, paypals, bazaar, 342 2.86%
Card Shops .
glovo, starbucks, au, giftcardxpress
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' ' Carding with US carded, ccv, linkable, cashapp, bankn.otes/
8 Financial Fraud rewarded, zelle, revolut, brands, rating, 321 2.69%
Payment Apps " .
anonymo, venmo, affiliate, popularity, app
Drug cocaine, pills, crystal, mdma, xanax, Isd, meth,
9 Marketplace Marketplaces/ oxycodone, heroin, drugs, ecstasy, powder, 304 | 2.54%
Online Pharmacies mg, benzos, amphetamine
Counterfeit chf, buyrealmoney, shred, gbp, rub, klyde,
10 Marketplace Cash/Banknote | timezones, legally, levels, pts, rights, reserved, | 304 2.54%
Production sjyva, lzxs, those
hire, hacker, media, recovery, grades, hacking,
Hacking-for-Hi f k i i
11 Hacking ac |r'19 or .lre/ acebook, recover/-lln'stagram, thltter, 304 254%
Spoofing Services remotely, vulnerabilities, professional,
snapchat, device
Cloned-Card/ express, replacement, deepnet, atms, master,
12 | Financial Fraud | Western Union nucleus, american, evolution, regular, pricing, 288 241%
Shops worlwide, untill, occasionally, including, failure
congratulations, anon, hosting, hosted, server,
Anonymous Tor .
13 Others Hostin by, servers, username, storage, manage, site, | 258 2.16%
9 sign, provider, host, vps
allbtcshop, allbtc, xrp, blockchain, ethereum,
14 | Cryptocurrency | Bitcoin Scams | wallet, litecoin, ripple, generated, negotiation, | 253 2.12%
addresses, decrease, eth, enhance, miners
stremcloud, ww, locks, sold, incorrect, caused,
15 | Finandial Fraud Bulk Stolen netauth, othewlse, operatlon, include, 221 185%
Account Shops garanteed, provider, bitdefender, vault,
buycheck
withdrawals, world, work, digit, proofs, yoe,
. . M Card S . .
16 | Financial Fraud oney/Sitaers cam cooocklin, safely, hhd, specify, cftead, 208 1.74%
ifdeipdttf, wide, blocking, shopping
united, accouts, states, italy, kingdom, db, ee,
. . PayPal Account . . .
17 | Financial Fraud ed, argentina, marcos, proxies, dc, bigger, 197 1.65%
Resale Shops
ebd, cb
French Activist/ des, mai, pr, que, un, te, du, en, pas, les, der,
18 Others Independent  Mal, Pr que, un, te, du, €N, pas, 16s, Cer | 195 | 4 639
. sur, von, et, dans
Media
storecard, refresh, estimated, plasticsharks,
19 | Financial Fraud Stolen Credit-Card ngtly, mean, mistakes, restauraqts, 172 1.44%
Data Dumps skepticism, check, become, glad, massive, few,
experienced
Total 11,952 | -

27 £7 O Y Hocked $51000 24 38 42 24 2R S
oFlE FAT WrHOR Bl A, £ )4 K=30.2 HAsIAC S0} 7)o} wA
11X FERQl ‘German Legal Notice’ Tj&lo] MHE4(51.20%) 5 AHX|519cH £5H8lo2 & 7
719] th&A|(Blocked, Financial Fraud, Others, Marketplace, Pornography, Hacking,
Cryptocurrency)?} 21719 A& FA|(2HE) 2 275 {th<Table 15>.
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<Table 15> Top2Vec Blocked ME EZ|H 282 Zq}

Meeg | Hes 85 2 49| Etof ErEIEE
. d, i , datenschutz, rt,
0 Blocked | German Legal Notice | < 'MPressum, Catensenuiz subport, - o431 51 500,
site, op, seized, by, website, alice
anonymous, authorities, information,
1 Blocked Standard English been, police, this, bavarian, has, alice, 1,766 | 34.60%
website
authorities, by, website, bavarian, been,
2 Blocked Mixed Bilingual anonymous, datenschutz, police, seized, 725 | 14.20%
site
Total 5104 -

4.2.3. 7t
AHd 719 B (BERTopic, Top2Vec)2 1A HE] F310] ofu] &4 Tk 15
gotol Bof W& B0 /1 3ot Al slgtoLh, 2SR A A4 el o)
Koo mhe LA Hloto] PAIE|9lct. BERTopic ko] = SA U £3 57|12 ofSeto]
(Outher -IHEE)R ¥ ﬂ&’it}. w9l B50f|A] Blocked P&E 247t ETe
gotdou, 2it #R/E5 751% = O AMEE=Y 4 A FEI)D Seized RO
-80%(5 11671) 02 2=t BERTODIC Aol A= Ho ¥l e E‘:‘%Ol AP e
Gl 7] W2 SAN vlef ol SRS S AREAS oA Dleth nlEe
o] A(Marketplace, 20.91%)2} 28A17|(Financial Fraud, 14.37%)7} 2115 8iR| = 9t
gt Top2Vec2 B.E BAS Z7H A A 714 77He A 2 734 Shdsto 2 of-2fo]of
7} WAYSHA] o= EAd0] Qlth. I A R oA k535t Top2Vec g1tol] 27 o]& 0}7] T
of ¥4Ho]A] F7E R %, BHE QY= TiElo] Y B /ol FT= & ATk 2
A 0 2 gA5hE]l B MUl A Ylo|A 28AH|(Financial Fraud, 13.91%)2} UP’““EIOI -
(Marketplace, 13.57%)7F AltjAl 0 2 2 H]£9] EW O 2 LERITI<Table 16, 17>.

O\' ﬁ‘ gl){ o

éﬂd ML

<Table 16> BERTopic 'H3'H AlO|E H|E
e AHTER ) Hig
Marketplace 2,499 20.91%
Financial Fraud 1,717(75) 14.37%
Pornography 1,112 9.30%
Outlier 715 5.98%
Cryptocurrency 282 2.36%
Hacking 197 1.65%
Others 181 1.51%
Seized 5116 42.80%
Blocked Closed 75 0.63%
Others 58 0.49%
Total 11,952 -
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<Table 17> Top2Vec 'HF'H A[O|E H|&

4= #e Hg
Financial Fraud 1,835 15.35%
Others 1,709 14.30%
Marketplace 1,622 13.57%
Pornography 1,125 9.41%
Hacking 304 2.54%
Cryptocurrency 253 2.12%
German Legal Notice 2,613 21.86%
Blocked Standard English 1,766 14.78%
Mixed Bilingual 725 6.07%

Total 11,952 -

43.LLM 7|8t E5| @il Ay}

4.3.1. Llama 3.2:3b

TopicGPTol| 241 Hlo]e] A Y2isto] 27t Ak, 5 1074e) WH7F 2=k 1
%, Whistleblowing, Search, Communication, Personal £ 47]+= ¢]u] &£-0] 9l 11 th /g
o] 2E510] Others2 $UBIAT, Y2/TH) Ex 29 T3 A9 Blocked 2 57}
9ls}gitk<Table 18>.

<Table 18> 27 HFE B2

T TopicGPT 7|8t #F =5 T= 35 gF =5
1 Marketplace 1 Marketplace
2 Hacking 2 Hacking
3 Financial Fraud 3 Financial Fraud
4 Pornography 4 Pornography
5 Forum 5 Forum
6 Cryptocurrency 6 Cryptocurrency
7 Whistleblowing
8 Search
9 Communication ’ Others
10 Personal
11 - 8 Blocked

!

25 Y55 Llama B30 §={5}0] 4
(o]

A1}, MarketplaceZF AA|9] 40.1% =2 7H =

2 H|&E& XHX|8H9 1L, Forum(28.7%), Blocked(19.7%), Pornography(8.2%) <0 2 2l
ATt o] oA Marketplace(F 4,79071)E Tl 2= TopicGPTE TA] 4o8st Al
Drugs, Weapons, Counterfeit Documents, Stolen Credentials £ 479] 257 22590
. 259 ¥/ 55 glo] 275 o] 1t 2 ARESIGIT. A o 2 MarketplaceE 135t
G Ato] EQ] AFk2~TT Drugs(61.73%)0] a5 00, 1 Q] Stolen Credentials(22.78%),
Counterfeit Documents(10.46%), Others(3.99%), Weapons(1.04%)2] B]&-2 LA %|o] Q)
L5 solstitt 25X o072 HokS mf, Forum(28.7%), Drugs(24.7%), Blocked(19.7%),

Stolen Credentials(9.1%)7F tt219] 2 Q EX S o|F11 Q18-S 51015t thFigure 1>.
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Oth
Porno- .

graphy /

Blocked Marketplace

Stolen
Credentials

Weapons

<Figure 1> Llama 2@ 7|8} HEH ALO|E H|E

4.3.2. Gemma 3:4b

TopicGPTE &dll =& 107] HEoN L2BS 2385ttt <Table 18>9] 3|5 HAE
Gemma 2] YAsto] e85t A}, Others?t A& 47.5% 2 71 =2 Hl5-2 AHXI5H
11, Marketplace(33.1%), Pornography(9.5%), Hacking(2.4%) <~C & 3HQIE] it} o] &0
A] Others(& 5,68071)2F Marketplace(Z 3,95371)& thAt 0 2 TopicGPTE THA] 885t 2
7}, Law Enforcement, Hosting, Scam, Search Engines, Privacy, Trade,
Communication Service, Drugs, Weapons, Counterfeit Documents, Stolen
Credentials 5 11719] ¥ 57 2R JAch. 25 =5H 19719 HE 552 5L A5t
of mHl 79to] FRE £85It 241 A}, Law Enforcement 571 FA9] 42.7% 2 7}
A o HlF2 AHA5he WE0] BAE 9o, o B A% A0l Gemma 20| 4 o
U A8 A5 FHelsH ofid Haz 234 O O Ze= sfAdd. 1 HE ol
Stolen Credentials(24.7%), Pornography(9.5%), Drugs(3.6%), Hacking(2.4%) &~0 2 &
27} solx] 9itk<Figure 2>.

Blocked
Hacking

Weapons
rs POl

Othe
Counterfeit
Documents

Drugs

Credentials Enforcement

graphy

<Figure 2> Gemma 22 7|4} Others, Marketplace M3} £ HFH AlO|E H| &
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433. "t
LLM 7]3F -2 (TopicGPT 2]9J9)2)e bl §7] RSo] 8125l £t xfelo] el
o 53 o] YL AHEeISIo] ATt FH | FY 4 USICE HAE U] =58 )
8 olgle] SAK Yo 7K 0 2 o) Fshe HEA 7| H ST Do), Llama BB 24 FA]
4 =S H}E*OE Aol WAl 459} l%% gtodgt Mze A stdct 1 At ool

itk Llama &= 73‘1‘}01]/4 = Forum, Drugs, Blocked, Stolen Credentlal o A 7<7}
ARl oz 38|50 8 YEPTE TRt o] Ha5-2 Au|A JE|, H|o]X] JE), A2l F50] &
Aol 9lof o2 tkasl AR AepAe] T8l 2 Avatst ol AL QITiTable 195,

<Table 19> Llama =& 7|4t Marketplace M| 23t £ HFE A H|E

RS H= HlE RS ras HlE

Forum 3,427 28.7% Others 248 2.1%

[Marketplace]Drugs 2,957 24.7% [Marketplace]Others 191 1.6%

Blocked 2,359 19.7% Hacking 101 0.8%

[Marketplace]Stolen Credentials 1,091 9.1% [Marketplace]Weapons 50 0.4%

Pornography 981 8.2% Financial Fraud 23 0.2%

[Marketplace]Counterfeit Documents 501 42% Cryptocurrency 23 0.2%
Total 11,952 -

UFH, Gemma R2520] Aol A= A Ho]E]9] 47.5%(5,68071)7} Others {52 W5}
| A5 5= FAto] LRt} Forumit Cryptocurrency= 242} 1

71 9%, 1.0%= Atjsloz
g2 djzor 2REYON, & A 2= dE HF P 2] 50 At olqict
<Table 20>.

<Table 20> Gemma 2 7|t Others, Marketplace M| 23} £ HFH EAMH|E

RS e HlE =R rass HiE
[Others]Law Enforcement 5,098 42.7% [Marketplace]Others 181 1.5%
[Marketplace]Stolen Credentials 2,954 24.7% [Marketplace] Weapons 124 1.0%
Pornography 1137 9.5% [Others]Hosting 119 1.0%
[Marketplace]Drugs 427 3.6% Cryptocurrency 118 1.0%
Hacking 290 2.4% [Others]Scam 61 0.5%
[Others]Others 289 2.4% [Others]Search Engines 43 0.4%
Blocked 281 2.4% [Others]Privacy 40 0.3%
Financial Fraud 270 2.3% [Others]Trade 13 0.1%
Coun[t’\e/lriZi(ftIg(l)accuerLents 267 2.2% [Others]Communication Service 12 0.1%
Forum 223 1.9% -
Total 11,952 -

44. =M

dlolel A1 11,952219] 2415 o2 671e] ez A BRE 493 47, 2} ndEe

Cjo|E{ =2 Al T / Journal of Data Forensics Research 47



s 247 Y, 23, UF2, 22, Z7IH 2026. £ 2EY WIS S5t LI HjojE] ER2 2 chedd

£792 aHIg 4 I}, Tof Wl Y]yt 2o Hg 7]t B RE BAf] of3] P o
A9 54 QNS o302 A Aefol] theol, A2 A S0 17151t olet o 208
olehe YR oR MhE AL 452 7|25}t ViR LIM 7|8 E28 e 7 242 2

2 dojwdo] 22 m A Ao] GAMA O & SHA] FutA[AO} o= RN SHAIR Qlol], Y
g8 Al AMz2o] of A ol2h= Al A|AHo] 'WAEsHITt sHH, Al Aol A= th2 7T
AEE A8t A2 7 AB9 B 3o ZoH BF A3¥S T2 9=, coherence
(C_V/NPMI)= o] B3 7|4F &5 Edo]|, diversity?} outlier H] 22 W& 7|¥F 22| AE0
237} 730l =)= Aot} o] 5 AlH+ B 7 - wito] opye} 2F »Hlo] Eu Av(K) A7y 2
29 FEsiint. oA FQlE B5 A efo] EXoHA] ¢ v SmAojug,
AL 8| a5 Y Ao Ao ot B AlREt g =, A2 ARE 2Pl AREat 5, A9 Tolet
g =49 F/d wAFEEet= AE Y 55 7150E 88519 o, o= vl2hd Tl
A &-8E]= 7T Ao <Table 21>.

=
Tz £Ho Hl=(Bow) 7|8t S 7|t LLM 2|8t
AtE 2E LDA, NMF BERTopic, Top2Vec TopicGPT + 2Z LLM(llama, gemma)
B M=t B E= == st
EH 5A tol =5 tol =5 XpHof 2f
2H A =& SR NS
M| Al 5& 0|2t 202 L2 of gAIZt
The] W SUH o FEolelS T, Tol ¥IE 71w A 2(LDA, NMF)E chf-e o
olEjAlo] thiZ-R(Category) AAE 271] FxsFshe AR "E o] Aggsith 59,

NMF&= $Ap7]130] b4, maf 31H-2 “bavarian, police, seized” S tjREHO]| 2 E5}H,
P g}sto] “Seized 9F “Closed’ E}% =20&0l ol M A QAR h2l o eFaict T2t

ZA| 3-8A|(Financial Fraud) Yl AIR-5AI71E 24, HolZ A =& 518 53Y &
oz F2stA] Zotal ste] At AR SHEARTE &, S== el 0N e 2

o

¢

|

Arshe st AL, QIZF ZA P AR eflls 50 2 RSN of e 547 }EHL%UL
AHd 7]9F AZR(BERTopic, Top2Vec)> ©of ¥1& RH0] stAS =551, 1A} F/Foll4
L NIREAIE FAISHA ERolUl Tt T2l ¥ &S0 ARE-She B3t 20 ”ﬂag FJ}
4 HlE] Z7F Aol A wstA Q1x]ghe 2 4, Bitcoin Scams, CP/Pedo, Cloned-Card 5

Atol] SA] &8 7Heet 50 At Y SR IH(F 13~147] 2h)2 =&t Q{H\j
R 28 FAIZ QJsh of-z2to]of(Outlier) 2 A2| &= /o] BAYsHR o o] 5 &5t A
Je Fa EYsol Az S5HA ¢l SPAQ o] AIAIS /RIS WYolshs Je e
2 Skt LLM 718 2 9H(TopicGPT)> QM & AR ol s A5HA] 235t 2fHl A37d 2 A5
315 G/dsin QMY Y-S Fladtehet] AdEotint. HIAE Yo 5% HE9] "olw
(Intent) 2} of| 23 2 (Escrow) 72l 21 5] W5 JJ F0 2 £5f5to] Afio] FEjO]
HrYS 248 Jojohs §4& Ho|7| = si¢itt<Table 22>

Cjo|E{ =2 Al T / Journal of Data Forensics Research 48



0

Z108:

U2, o4, 2RIy, 2B, YFe, 2

i

O
=

H7I4. 2026. £ 2EY WIS ST [ G0 2Ret 1H [HSWH

<Table 22> 37| &

13y 53

Hlm = THof giz )8t M2 AHE 7|8t H2H LLM 7[dt M2
Llama-3, Gemma-3
ZFQ shA oEl LDA, NMF BERTopic, Top2Vec
= A I pic, Top (REAA sLLM)
o BIE] DU M3 Ol | Al= Ea H} ool
AR 7| HIO|X|OF BHE 23 91 MEICH4 IXH HE S EE A | oS ERAED T8 20
TE“_‘.l | B - HE#l_Izl HX ST 2T 78 SEAHY = L ZEZE
FHL|ZS =l _l'__f)' — — = —_—a=—
= °= (HDBSCAN) XL
AlfjEoz #7 o0je 743
2l o0. = | o|zF(cro] & =0 B < =
R L J“%ﬁgﬁﬁEgH<%&gym%m1 wx/xol 93] E8 U
° =) A elx)) £ o2t ofs)
ET HEME | XS (28A|, ZE2- S ALl | 2 (HERQ A JFIE | Z2H(OE XY 5 E3=
(Granularity) HEZ 8508 EX S 0|M 91" =7 =& | 7|5 BRI M =7)
IE AE 5 | T 75X 2 A9 THol £& | Tl & *713|01| M2 &9l | AF2O| 9{11 ZA| Ofsf
FIEN (Top-N Words) Ct| 25 (Top-N Words) | 7ks8h X210 =X 712

S5 4K (217t 247t =0l

R4 7He) B

S5 A (212 EAL]
S0l X4 FHY) T4y

EETTENEROE
(35 9% 2= Uy

110 74 Ha| 5 5& 0|2 (AAIZE Cht H2[0f] | 202 LS (ﬁzs_zi HMUco| | gAJZHLHQ| (=t =2
TIE 22 o YD) T2 Qlsh FABH X| )
K@=l 7|1Sx | Ze o A HOIXOIA HiE | ofRatolof Za|2 olgt 2t | 82| 7o[=atQl(Safety)
e A 32 EE B2 2N I IS | SR Qo B AR By
CIag 23 c2 C| 3E2l ¢|o|E{o| & A= =HxX| Ol O|M| 295 ﬁ%E‘—l o_‘H)‘g _—|,_0|04 _CI’,|6;1
ey © 11?5.& 2 g1 ;H' JQ}';; o E+D°T|*7i|7|+ L;'f' F=ERIEETES
R = B x| HFLIE|(Forum)2t
e “1ﬂii;@DTlej*erW|§amﬂ%w§ flet RE20rugs S 2tk
A I o s wal Aot B Ofx| | Zo= Psels
Pl ASLE I MER
2 A9 AR A(CT F B 24 FHO|A A=A 0} 7|4 A Q] stA|of e} 7}
ol=g AAIE 4 Qlek WA, AARF A4 wUEY L iR o]Ele] A5 K] A A
Tho} ¥l 7]9HLDA, NMF) 2 |5 7|3t 5 2% (BER Topic. Top2Vec)< &eiafio gtk o
T2 05l 359 FEA S 5014 202 W= AESH fLRekekAL, AR Q1 Zed AT
(Blocked | td 9/9 B8 114 BESIE c1& EIF4o] /1 50k 415 2of 91
o 91% ©A|9] Al@2jo] @K TopaVecolLt BERTopicg AIAIZE K10 2 A5k
Zo] gAjolct. QIZF FAVTe /Y 45 S s AstaL %%’ﬂ"d A 2ol
o @5}, T AL X|H(Latency) sHA| 2 Zh4atet e AdSo] A5 oy of7fsiss 7t
o LLM 29 g2 Bast ick. 5, £5 vl w4 Ankg S5k, 95 b2 4
B oF 50%:= APET O] Y (Seized)t AP £ STHClosed) 0 2 Q15 Si3pE AL

o Qlzefo] sy 2 mjebec. vhe, UK 2
of| 4] = ulekE Aefj(Marketplace/Drugs)?t &8 AH71(Financial Fraud/Cryptocurrency)

7} 242} oF 15% Uelo] vlFS

20%0] @I o
(Hacking/Stolen

(Others/Other) S-o| n}lHz}=

o Atxlsto] Al

L

Credentials),

Hetelo] 15 5

17{]
=% A2 E(Pornography),
HE) o] A (Forum), THYSH A E 3
FE 2 AEfAIS] sHE LR S FH/dsth

Nl AJ5t A 8 52 Pk, e
Ay BA Y jEe

A HHA] 50%2] =4

AMHE|A Z

oF

=

3%

7et £

AL F 4 Uk

5’__0 al

>l

Hlo[e{ Al
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5.1. A-HT 21 =7 B©X| Lt opA

BERTopicit Top2Vec AP g1l A0]u w0l 454 gk, At
o 9lx 252 uleto 2 B7] 2], v]E 39 BA| S tof ¥k 7]t RElo] mA}
A2t A% E3(Niche Threat)e JTis 0.2 b4 A 8s} S48 BoiC). 17
2 9glsto] BAglo] Fakshe AIE WAl S0l B4 B AE ZAH
71 Rolck A1 L BRI S $4E TIob ) 4515 98
A E7] HH]/\Oﬂ HZ|(Cybercrime-as-a-Service) S0| X| &A1 02
xobo 2 o] &2 2438k wstE A Ao vtds}r] o™t 9
S BT R 2|2 AL R W25t 2 2alo] Q1X|5HA] 23
Agste o A89] 52 welstac. 2 F710kc} 24 dlolele v}
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