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ABSTRACT

The dark web serves as a primary marketplace for illegal content such as drugs, child sexual
exploitation materials, and personal information. However, its anonymous communication
structure poses structural limitations for investigative agencies attempting to track it.
Particularly in South Korea, the drug distribution network combining the dark web, Telegram,
and virtual assets is expanding; however, an empirical analysis of the Korean-language dark
web ecosystem remains insufficient. This study analyzes the distribution structure and
organizational networks of the Korean-language dark web drug market and proposes
countermeasures. For analysis, 14 Korean-language boards were identified on Tor-based
forums and markets, and data such as drug sales posts, transaction locations, product names,
market prices, and SNS accounts were automatically and manually collected. The network
analysis using 12 revealed that domestic sellers used Korean-language boards on overseas
forums as promotional channels before redirecting buyers to anonymous messengers such as
Telegram. Among 343 Telegram accounts, roles were differentiated into cannabis-focused,
synthetic drug-focused, and mixed-type organizations, with a small number of hub accounts
functioning as core nodes. Based on this, the study empirically identifies the domestic drug
distribution structure and proposes an identity resolution and technical-policy response
framework applicable to criminal investigations.
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2.1.1. EE2to|=¢lat CEaHo| 7HE

4t oto]= l(World Wide Web, WWW)> - ®fA1at} 7RAJdof] T2t 3A] &<y
(Surface Web), @<(Deep Web), ttZ4(Dark Web)2] 37|50 2 LR =T THAL 7HA]
Q] (Visible Web)” = ‘AH015}1=] (Indexed Web) 0.2 & B} 9 3220 o]3) A
Q15k]o] Ut Y A AIFL0 2 41 2L 4 9l B/ Anlol x| S ojujatck W | A2
2 o= 2791 17 Swolu} E4 4 mEgoi7} @ astr] RTH7]. thRE] YouTube %
Aol E, &3 ulgo] AlXlE 50l o710 sl 79—1UrﬂiL D= A A9 oF 4% =
S5t 8]. B ‘W olX] o= H(Invisible Web)' ®& &%l (Hidden Web) o|2} 1=
=20, A dizlof ofsf ARQISHE A] b= <AAto] ELt tlo]B & =otstti7]. &, Flol 84
s17] ol e B1Rol AIAEES R0t YAl uje 281271 SH 0 Hatel
At 98 AR B SEL, OFE Holx|et AAE A] 9ot naElo] QIrH9). Ysle] tha
Q1 oAl 2= NetflixQ} 22 F-& AE|Y AH]A, 22101 ¥i7], <1 H|d, 2]4A]| Aol E, 12
2245 clelepol o] Sick. 4t 012 /1%, B A4, 710 l=epa 22 A e
95w 2ch ChUL ARl Bete A2 AT 4 Qlon], S5 ALEY S F5hA
o H3 Jbser ol YESID Gelolct7], 7K 92l g £ Tor(The Onion
Router) BetA 2, APHAIQl <l =i]Ql T4l .onion EH[Ql-S AFE-SH] & AX AH|AZ A
Bt ohEe 99Ul E 9] A(Anonymous Network)2A] o] 8410] 4191, 4 1], £
59 omjsl7] Qs St 2bOE 7T st 7142 Abgshs SA Qlmatolri{10]. Uyt
o2 Ay A ojn), mefoluiA] B, 7Y 98] S0] Bx 02 FEET, 7K SN
Ef3 F=7t oA WEE7] ol =S BAETH1]. sl JFUEY A
Tor(The Onion Router), I2P(Invisible Internet Project), Freenet 5-0] )11, 217t 1.5
ol|elxiet IEal WAL, BkeE) V1&g JlvtoR EAICHIZL thade O & a8
(Multi-hop Routing), A&A & s3HLayered Encryption), 24 <QlmaKDistributed
Architecture), E2j® U=3HObfuscation) £9] 7|&2 A185t0] QA S HAFSIH13].
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o} gt 54 B 50te e AT WAlo|cH 16]. Satol LEL SAIS AlRHR T uje] Aojd 4
o] 57 :=E.2 Meisto] 2(Circuit)S FA5HL, 2t & Alololls SUHQ B et RS A
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2.1.2.4. E2jE H=3HObfuscation)
Egfja] F=5HObfuscation)= 9% AP af71o] B4 %], Elo]q], 1jE 5-& 7|9to
B UEE FESHY & AIAE 5785k A2 WAl ] 5t 71=o|tH21]. thaAiQl
E3tgtrl o 2 = Efjd 3fjd(Traffic Padding), A|9 AFY(Timing Perturbation), 732 %
2]3HPath Randomization), E2f® 2¥HProtocol Mimicking) S-0] 9ItH22]. 12P2} o]
Y EQITe] A0 EALS RS Te|2 sl 2198 AR S o5 ks upalo
Melstol UEY T S50] it 9% 240 Yete g Wit TS 28el ). 4SS
S0 UIES D Aol TP 4 ol 13l S oeslo R Wastel A8 AES

7] oA rH23].

o] 395 15ALARSH(DARPA)C] 1969 AIAl Fx9] mZl A90% HEYI
ARPANET-E &5t &) QIEUlC] 7] 25 upAstRIT). 1971d0]l= AR =9 MIT 3143
= AlooflAf o]t A& & %DPEA&M 7127} o] FoiR|H 22tQl A7t 575t TH24]. 1983
Hofl= ARPANETO] UIZF A& YEY Il InternetC 2 AL Q11 25l #AIE =1
HEAT2H MILNETO] 2] = ot 1990qu1 4 0] sl AtaolA PR 7] oAl
A1 915l MILNETO] "ojy <l 2f-9-8" 7I'd-2 i, thasio] 7|do] =|Qinh. 35 g%
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THOL. 20029, Tor m2AEZ}AIATE]QIAL, 2004H0= QEAAR FINEHA A¥t ARGA}
& A2 4 A H2Iet 2006'A0ll = Tor Project’} B]ge] A2 A3 o] BHC] AF{-ef
LefolHA| BS S SR 2 YEIS 2Y5H7] AJASIT25]. 20109 1.8 of3o] 5 FAof
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24. CHA Y AL ¥g

241. Y EQ3 72 U HEXH 5

Tor YERI3E AHgte] lmels sieiol g8ku, At 3] =8 §o) Phohe
Relay AF&AFET} A 3]1] 8 ¥]Z7) = Co 45l Bridge AFRAIE 0 2 1HETH A A
7| Relay 0] &AL = R 107 A oF 2550F o 11, 2025 7|5 A H 4179 HOo
2 57150k 20159 LY F+t of 2098t Yol 20251 4187 o2 T uff 7prto] it §F
=20] Relay 0] 8AHE 2015 OF 9,568 0f|A] 2025 43,985%.0.2 OF 4 68 Z7}g1ony, A
AA FG-E % 0.5%0114 1.3%2 T Qict.

Global Relay Monthly Avg Users
— Korea Relay Monthly Avg Users
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<Figure 1> FAIA & S o] ™=Kt H&2025'E 108 71F)

Bridge 0] A=A AAIA 02 20159 LYY I 191 9,642 of|A] 2025 137F809H o =
oF 6.78]) 7151, hEw ZHS 7|7t 379 oA} 334 0 2 oF 9uff Lo AG& = 0.19%0)A
0.25% 2 223t} E35] 20184 obfsd = A3 20229 Snowflake A-8- A]7]9]| Bridge &<
ZPERERiA 714 WEbt 21 o] & TRlolx ake njF Zow welrk
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— Global Bridge Monthly Avg Users
—— Korea Bridge Monthly Avg Users
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<Figure 2> HAMIA & S BX| YK} H&2025'E 108 71F)

24.2. \O|E 7Y wigt

2021 Tor= HoF F ool E2{H v2 onion 4 A5 54 SH6IAL, H J=e A2
st Fare| &S A8t v3 4 Al = ARSI 4 Aol e 7] 16AT0f| A 52At=Z Shthsh
} 20219 1199, Darkow?] A1 &= FAtoA] oF 104,0957]9] &4 .onion AH|A &
6297} {415] v2 ZAACH: M7} QI9LOLY, o] v3R0] Hto] wh2s KaE| girh27].
Buitrago Lopez et al. (2024)0]] 2™ A Af| onion £49] oF 67%= 2 /31 AtEfo]
o], 795 7KL, L A] i tj 5 wlgboleln B Bsloleh2s]. AR 24 5 38% T ¢
oF BEE 2102 Ueht AAA Jhd e whe o] #do] TatElIeH29]. Tor Metrico] whe
N, .onion £4 2= 20213 AHE o 649 6,47471 0|4 2025 859t 9,8307] 2 °F 33% &
7¥HTH30]. E3F 20254 51 H 2F 86Tt 7)9] v3 onion 47} £Ast, 2025 114 22
U 715 1029 742 71 S0k § 15| F710ka ek

ol

243. Bt= AFE A 0|8 3

=UlollA] AP AH]E 73-5510] Tor A&3t 749, 2015 A 4 oF 4275 0f|4] 2025'A 334
Ho 2 =rtshn 1047F oF 8l AAFsHATH31]. &7]o]= OBFS2, OBFS3, Meek S 18 =
2] 791 M4 (PT)o] =2 AFSE|9 oL} 2016 X E] OBFSA47} 2725 e 911, 2017~2020
d Ato] 13 PT7F AP H|71E] A OBFS47E ZA|2] 80% ©]4-& AFXISIATH32]. o] %,
2025@0}l= Snowflake”} 35.8%71X| A&kl OBFS4(49.6%)9t a4 47t Al 33Asict.
CHE, o] &l gy o] 8APT h sl A4S YoM APE AB|E o] 8ok 7t 5715 Z0]
ofla}, A AR o2 G A= Qo slje] o] AP = A& 23] JRAI= &85t A
O 2 s & oot shatoll AT Mu7T R3] 22 FEE]= 22 QIEY e o] =,
Egfjg ®ejo f2lstt], Tor ejlo] 2Fo] A 0|1 ISPo] M ® 3 X] o7] mjZo|tt. &
3], gh=ollA] VPN AfH] ool Tigh /g A& Q1 &|efo] 719] glth= A& FAIS 4~ gith
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3.2. Cj3 ¢ ofef ool /& HA 24
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