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ABSTRACT

With the continuous increase in the type and number of online cybercrimes, the volume of
unstructured text data that must be analyzed for investigations is increasing. To reduce the
workload of investigators handling this massive amount of data, automated methods are
urgently required to rapidly extract the key information required for criminal investigations.
However, building domain-specialized large language models (LLMs) through fine-tuning
entails substantial costs, and cloud-based models face practical limitations in real-world
investigative settings owing to the risk of leaking sensitive information. Additionally, when
LLMs are used as-is without additional safeguards, errors such as hallucinations hinder
ensuring the reliability of their outputs. To address these challenges, this study employs
security-preserving on-premise LLMs to extract ten categories of key information from Korean
unstructured text messages and proposes a self-verification-based validation procedure to
improve the extraction accuracy. We compared the F1 scores before and after applying the
verification stage across the four types of on-premise models and observed performance
improvements for most of them. These findings suggest that, even under stringent security
constraints in investigative environments, combining on-premise LLMs with a systematic
verification pipeline can achieve higher accuracy in extracting the core information necessary
to support cybercrime investigations.
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CHEZTA(==Xh 98.00% 89.45% 67.38% 82.72%
= 99.50% 98.99% 90.32% 97.46%
BN, 97.98% 82.65% 51.76% 45.24%
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