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ABSTRACT

This study conducted a social network analysis (SNA) of cyberattack data from 2014 to 2024.
By leveraging the CISSM cyber event database, it models networks among attacker states,
victims, industries, and actors. The findings reveal that Russia, North Korea, and China
primarily target geopolitical adversaries and strategic sectors, such as public administration,
finance, and information. Authoritarian states tend to favor state-led or criminal attacks,
whereas democracies are more commonly associated with hacktivist activities. Notably, Russia
and Iran share numerous targets with North Korea, despite not directly attacking South Korea,
suggesting that diplomatic ties with these states may indirectly ease cyber tensions. This
structural approach offers empirical insights into shaping global cybersecurity strategies and
conflict response systems, highlighting the strategic value of network-based analysis in
understanding cyber-conflict dynamics and informing diplomatic engagement.
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