G|O|E{ =& A A H 1= Hed, 71-93H
J D R J-clluln:tof I;ataiozren:it_‘::' Ff(:)szesarcl16 T/ol71:m9e?’2 Issue 1, June 2025, Pages 71-93 Print ISSN - 3058-9460
I ' ' ' » Feg - Online ISSN 3058-9479

Journal of Data Forensics Research https://doi.org/1 0.1 2972/JDFR.2025.2.1 5

& Open Access

Received:  June 14, 2025
Revised: June 30, 2025
Accepted:  June 30, 2025
Published:  June 30, 2025

© 2025 Korean Data Forensic Society

This is an Open Access article distributed
under the terms of the Creative Commons
CC BY 4.0 license (https://creativecommon
s.org/licenses/by/4.0/) which permits unre
stricted use, distribution, and reproduction
in any medium, provided the original work
is properly cited.

2Ix

TE[2E ALO|H A} C[O]E| XM2| S flst X| S5 C[O|E
Olo]HE &A 3 9

TMEAI et =AY OB gt

o
k)
SMeAlEstn =AY EolE getst

MARIPY, QM et

sHskat A EA44 S,
ot D4, ‘elMchE R S8 SA s, 71|H|O|E1Arom¢6+ﬂr 2%

o7

WAXRE %2 A choihosik@uos.ackr; S&-<S, kyungwoo.song@yonsei.ackr

29
12 Af0le Wali LS, 0l0jx|, POF £ Clefdt Heke] RE|R HOIEE B0l Rt
€12 9190}, Ol SARio] 45 BlOIE| Xj2] REE JHFA|T ek & e Ojeist =y
ol A

tO|H{ ==At CIOIHE ¥%73'.9E XM2|5t0f =ArEte| RS HASH fAF REdE STt
X| =& HIO|E 0|0 E(Data Agent)E H| 2FotCt. H|QH OP— Ol0|ME= S HIO|H 2 7Y
Ai IEHSH= Vision Language Model(VIM)1t, &AM +R2E 24510 slidl YEE FES|
E|R S IhA, 2|1 Q0] 7|#oz HMAEQ} O|0|X|e] B35S FHMdts Rz 7HE &
to|Z=2}QIS ZH=Ch A|ARIO| SHAl @ E-2 DP-Bench, KorSTS, INRIA Holidays S S7H HIX|
El HOolHME &&8ct PA% H|u HAS Sl M EEIRUALE DX 2, MK At Hx|
Z HIO|E{0f| OO EE M &30 =&t HEIZE HO|HE At& Xeot= T bge| 48H 7t
%‘g% d3Hoz ABSIULL 2 A= Ao At iFe| H|O|E Xz2| Ats3t X X|s2tel
¢

Of

t

=T
u2 |> rr

El

—

FATIE MAISHH, g2 AL S dotof 7|ojgt A2z 7|t el

o]

AfO|eH =Af, HIOIE] OJOIHE, ZE|RE LIO|E, ZALHY, S=H|A

(=}

Cl|O|E{=HIA|HTL / Joumnal of Data Forensics Research 71



2813 2|, 2025. HE|RE MO|H At CO[E| X2 ISt XS CIO[E] OOPHE 2| B¢ 7

Original Article

An intelligent data agent for autonomous processing
of multimodal digital forensic evidence: Design and
implementation

Minhoi Park', Joonseong Kang? Hosik Choi’, Kyungwoo Song*

"Master Student, Department of Urban Big Data Convergence, University of Seoul, Republic of Korea

’Master Student, Department of Statistics and Data Science, Yonsei University, Republic of Korea

3Professor, Department of Urban Big Data Convergence, University of Seoul, Republic of Korea

“Professor, Department of Applied Statistics and Department of Statistics and Data Science, Yonsei University,
Republic of Korea

Corresponding Author: Hosik Choi, choi.hosik@uos.ac.kr; Kyungwoo Song, kyungwoo.song@yonsei.ac.kr

ABSTRACT

Cybercrime has become increasingly sophisticated, leveraging multimodal data such as text,
images, and PDFs. This trend has significantly increased the manual data processing burden
on investigators. This study proposes an intelligent Data Agent designed to autonomously
process this complex cyber investigation data, thereby assisting investigators and maximizing
investigative efficiency. The proposed agent features an integrated pipeline consisting of a
Vision Language Model(VLM) that autonomously identifies the input data type, a multimodal
parser that analyzes document structure to extract key information, and a module that refines
data by de-duplicating text and images based on semantic similarity. The core modules of the
system were selected through rigorous comparative experiments using public benchmark
datasets, including DP-Bench, KorSTS, and INRIA Holidays. Finally, the agent was applied to
real-world cybercrime sample data, successfully validating the practical feasibility of its
end-to-end process for automatically handling complex multimodal data. This research
presents a blueprint for the automation and intellectualization of data processing in the field
of cyber investigation and is expected to contribute to enhancing future investigative
capabilities.
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question = {
"You are an image classifier that only answers 'pure’ or 'mixed'#n"
"~ pure: no readable text in the imagetn"
"~ mixed: any readable text presentn”

"Answer exactly one word."

O|xd J(image class1f1er) %21 tho(‘pure’ or ‘mixed’), 12] 1 7} thojo] Halst A
9](no readable text / any readable text) S A|l&3to 2, BAL =0 Mgt 2 o5t B
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<Table 1> Performance comparison of multimodal parsers

od HE[AlZE GPUD| =2 Text CER Image Acc. | Table Acc.
Unstructured 40.8s - 70.7% 100% 77.78%
Maker 48s 19.56GiB 23.6% 36.4% 88.89%
MinerU 50.76s 7.14GiB 34.4% 100% 100%

AE A}, Wang et al. (2024)[9]0] AIQFsE MinerU+ ©]u]x] & Eo]& Z2]of|A] 100%2]
Gt =S o 7MY Hold 12 24 452 UEMT Unstructureds= 71 =2 ©)
AE QIXMEZ Holon], GPUES A|U5HA] ofot th-&5 HIolE] A2] Al = o] ==
t}. Markers= S| AE QIAOA 7P =2 /d52 EAXIT, Image Acc?7t ARSI} T2tA],
ElAE QIAlE-2 Marker B Th= FA| 0t F4510 LA2A 247 BEO|2h= ZHA 7P H
ot /52 Bl MinerUg 2|5 TA = A4 5.

4.2.2. 40| 35 MAH ds E7}t

n GAE FE A HAE 55 AP 5L diR do] doleslat gao] golee
A1g5to] 217} BotsI gt WA, ke ol ol EAIe) Wiki-40B 1615 o] 85 AlRoAl
<Table 2>¢} Z¥o], o]u] 7]¥te] Unisim[12]0] F1-score 0.96852H= ¢tz &0 2 =02 ML o
71238ic}. o]y Al 7|uF a2 = J1AF A =0] 29 Minhash[10]2] F1-score(0.6766)
S 8lste A1 2, e Q8 EAE S04 ojo] 7]uh g Ruo] W mube el e Bat
5] Hoj&tt KorSTS[14] et=o Hlo|EAlZ 0]-&-8F A of|Al, <Table 3>2F ZFo] oju] 7]9to]
Unisim[12]0] F1-score 0.8095= 7| =351, sjA] 7]¥F9] SimhashH T} 248 =2
C}. o]t Gojo] 1L} o] Deke LU ojn) & Holsl 52le] $R4E HolETt
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<Table 2> Text (Wiki-40B) deduplication performance comparison

HHYE Precision Recall F1-score Accuracy
Simhash 0.6634 0.6405 0.6518 0.5642
Minhash 0.6670 0.6865 0.6766 0.5822
Semhash 0.6726 0.5946 0.6312 0.5576

Unisim 0.9562 0.9812 0.9685 0.9594

<Table 3> Text (KorSTS) deduplication performance comparison

WHYE Precision Recall F1-score Accuracy
Simhash 0.6869 0.8047 0.7411 0.6730
Minhash 0.9600 0.2840 0.4384 0.5766
Semhash 0.7032 0.8343 0.7632 0.6988

Unisim 0.8083 0.8107 0.8095 0.7780

= 0]0]X] 5= A|71: INRIA Holidays[15] Ho]E{AlS- o] &5t Ao A &, <Table 4>} 2+
o] dajyd Ud 7|8l Fiftyone[13]0] Fl-score 0.81392 7|235t0, X7} s|A] 7|¥te]
ImageHash(O 6776)E :171] /\]-94 qu o] L E.K]'o} /\]71-7<4 H\jo(:)] oﬂ 1:]1@_} 4/\—1 7<D:]oﬂ}\1 |:J;_1
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<Table 4> Image deduplication performance comparison

HYE Precision Recall F1-score Accuracy
Czkawka 0.6667 0.0020 0.0040 0.3360
ImageHash 0.6863 0.6690 0.6776 0.5768
imagededup(CNN) 0.6796 0.6700 0.6748 0.5708
Fiftyone 0.8008 0.8274 0.8139 0.7485

423. 43 M 45 24
A7 Al @591 Unisim¥} Fiftyoneo] off 2154 0 2 A=E] Q) =A] & S5 25,
7t nelo] 4 FH 02 FBS PA|G EA QI ARl LAIsIoIch,
Unisim& Begt 719 = 0148 ol £79] on)s gAbdS atshl mafete 52ig w
2t} ol & 501, <Figure2>of|A] ¥.50], wde 7IEldg 501 2jAlof ofg XA} o}
7teel T Aol 59l 2jxlot okd K AN A R AA} HH YAlo] THE Aok £
Ao] all4) ojn|7} S LeHS QIAISE T ets] £2.0 2 TLHIC) E3, <Figure3> o4 B5o]
‘R AR obRl K14 b5 e A RolX] 4 UTH(@RKE)eH ARt ARE A4 7
53t 247e] RALS BolA] QI (AR)AH AP} ChEsAL) A%get oo = ezl a}
'3 ofo] = AL A Rolo7 G H ool = ou]F FA L HEH 02 Tl
o= Unisimo] &j~ E0] £#E|Ql JE|7} obd, ¥ Sofl 258 ool a4l 7]uto
2 FALES 5|0 71seF Zatoly], 2 ofo] A EQf A7)/ SRSk ot <417t
it
- Original Score: 5.00 | Label: 1 vs Pred: 1 - Original Score: 4.75 | Label: 1 vs Pred: 1
S1: 7tEfiz =0l 2jAlof ofgt X|=Xt S1: 3tX|gt ZHls otF X|& Jhsdt Y& Holx| gn UCh,
S2: 7IEolZ MEfo &9 2{Alo} OfY X|=X} S2: stX|gt FRlE X|& kst MEel =TS HOlX| Ut
- Original Score: 5.00 | Label: 1 vs Pred: 1 - Original Score: 4.40 | Label: 1 vs Pred: 1
S1: Z2foAlop HIFY| 2 Aln2 MYst oo|= ARE AY S1: Uohk= E2tEg 160 TEstA sich.
S2: Z2oAlop Y| 2 AlnZ Z1 ofjo|x A7 Al S2: Lot= =2tEs ¥EY 160 ZIESHA sich.
- Original Score: 5.00 | Label: 1 vs Pred: 1 - Original Score: 5.00 | Label: 1 vs Pred: 1
S1: W7t 8422 FIo{ECh S1: AMZHE0| DRtES st ot
S2: W7t 2422 Foig1n Urh S2: AES0| OtES st Ut
<Figure 2> Examples of true positive <Figure 3> Examples of true positive
classification 1 classification 2

olu]x| 5% AA0A £ Fiftyone T AL ]S dojAl AZHA ofs) 522 Ho5y
t}. <Figure 4>olAX{a, &9 7z} £%o] D|XJsH Debal St 3 12 ojuA S A
202 54 Aejslolon, <Figure 52 20| Yo YR} HalLrlAL Zte s} Sof
5 23 o|ojx|] Qo= EUT o 2 s QAISILE. o] o] ofu]x|o] sA)
Q) A|7bA] Ee =0} 241 ofsstar, @& Wsto] gt A S 25 98-S YsEIT)
olefst Sale Corst 741 717]ofA B 4 9l 2457 o|u|Al S ATpEC R Aejs)
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<Figure 4> Image examples of true positive classification 1

<Figure 5> Image examples of true positive classification 2

424, OF M M5 M
HYE 250 2 Bats] ersh] 918 BAE, olulx] clo]elsl Z2to] thet 0.5 A
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Z5to] uhlshe 2R 2 B i) g <Figure7> 1}
ol "“%‘ AlEtol ik A 2l o Rt R2] o] AdEo] Al Eo]Zof] eto lTt A
Y UM oz = L8] FUSAIR ofeolut 4 FE(FAE vs el =) HE B¢
nelo] £ 279 FAMdS At 2 =ASHA] Rstal ofo] thE &4 ]9 = s =L
2 Wohst= Q F(False Negative) = 2] 9ict.

— Original Score: ©.53 | Label: @ vs Pred: 1 - Original Score: 4.80 | Label: 1 vs Pred: @
S1: 8t EXPL 7IEEE X1 ULt S1: Mg AEjo| S22 ARE 2.
S2: B Rt TAELE =3 Qloh. s2: 8t f2lo| AlR§0l Mg EH|olSo gfot Utk

- Original Score: ©.75 | Label: @ vs Pred: 1
S1: Xt ZEb E2{E, LtO|X|2[0r mEloA 12 A3l
S2: X ZEF EHi2Y, mFIAEH SAMR0M 21 A3

— Original Score: 4.20 | Label: 1 vs Pred: @
S1: B =0l0| FoIN ESO= Ysict,
S2: LESS S1 AU0| Sloh = =L
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S1: MIER, 2012 4% MYXE 4.2%= 22ct.
S2: CMIE, 2012-13d 4% HYXIE 6.3%= U2ICt.

<Figure 6> Examples of false positive
classification

<Figure 7> Example of false negative
classification
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<Figure 8> Image examples of false positive errors
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<Figure 9> Text-only scenario
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<Figure 10> Image-only scenario
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Parsing & OCR Deduplication Output
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<Figure 11> PDF-only scenario
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