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strategic approaches to crime prevention and
investigation

Byeong-Ha Jeon'?

Team Leader, Cybercrime Investigation Division, Busan Metropolitan Police Agency, Republic of Korea
%Senior Investigator, Cybercrime, Korean National Police Agency; Instructor, Criminal Investigation, Republic of
Korea

Corresponding Author: Byeong-Ha Jeon, best024@police.go.kr

ABSTRACT

This study provides an empirical analysis of the complete execution process of
messenger-phishing crimes and systematically presents key evidence and procedural
responses that investigative authorities can obtain at each stage of a crime. Drawing on actual
case data, including victim text messages, digital forensic materials, financial transaction
records, and certificate issuance histories, each crime is structured into three stages:
information theft, financial access and fund transfer, and cash-out. Each stage reveals the
characteristics of an organized criminal structure involving specialized personnel.

Notably, issues such as unauthorized securities account openings, insurance policy loans
executed without the victim’'s awareness, and the loss of digital evidence due to smartphone
resets are frequently encountered during investigations. As practical countermeasures, this
study introduces relevant tools, including an identity theft prevention service (Msafer), an
account information integration system, and digital certificate issuance tracking services.

Furthermore, this study outlines the actual investigative process of tracking suspects and
empirically analyzes the structural limitations encountered in investigations of cross-border
digital crimes. The study findings aim to strengthen early-stage investigative capabilities and
provide practical recommendations for crime prevention and system improvement.

KEYWORDS

Messenger phishing, telecommunication-based financial fraud, non-face-to-face account opening,
policy loan, digital evidence, certificate issuance history, digital trace preservation, initial evidence
retention, early-stage investigation response
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