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ABSTRACT

The intelligently interconnected networks of illegal and harmful websites reveal the limitations
of conventional individual site-blocking methods. This study addresses these limitations by
analyzing the broader, complex web of domestic illegal and harmful sites using large-scale
data-driven social network analysis (SNA), aiming to overcome the constraints of prior
research, which has often focused on specific site types or qualitative approaches. Based on
approximately 4,000 inter-site connections crawled starting from ‘Jusoworld,” we employed
the Leiden algorithm along with various centrality metrics to identify key network hubs (e.g.,
illegal gambling sites), bridges (e.g., address collection, torrent sites), and potentially
co-managed site clusters. The significance of this research lies in its provision of scientific
evidence and practical insights for developing data-driven, targeted blocking strategies. By
focusing on structural vulnerabilities and key nodes, these strategies can more effectively
neutralize entire networks and minimize the “whack-a-mole effect,” rather than merely
targeting individual sites.
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<Table 1> Source URL and target URL

Source URL Target URL
https://jusowd.com/ https://toonkor370.com/
https://jusowd.com https://blacktoon306.com/
https://jusowd.com https://newtoki341.com/
https://jusowd.com https://joatoon34.com/
https://jusowd.com https://booktoki341.com/
https://jusowd.com https://agit362.com/
https://jusowd.com https://sektoon65.org/
https://jusowd.com https://yatoon157.com/
https://jusowd.com https://funbe390.com/
https://jusowd.com https://newtoon228.com/
https://jusowd.com https://tv43.wiki/
https://jusowd.com https://xIglahswnth.site/
https://jusowd.com https://hoohootv65.xyz/
https://jusowd.com https://tvhot.wiki/
https://jusowd.com https://daiso1.org/
https://jusowd.com https://coktv.live/
https://jusowd.com https://mzgvod01.com/
https://jusowd.com https://s57.sonagitv.live/
https://jusowd.com https://mvking.org/

32. 24 4H
321. 3d4d &4

A BH e Y EYI UollA] Q3 S0} SIS Algsl] e AR ElE 7o R, U]
E9]30] 25 4 olalsti 7t Bt HEY D Yoo Ax|He F R w2 Hotshe o]
£83 Frh AlE) AAY BAj0] Yolg WA 2410 Hgalo] 188 ek RAste
+ SNA 7| 9] A 7HA S SRR [15]. 2 AtoflM= a2 474, o7l S47d, miol
Rl FAA K| mE 2HRste] B4-95] Alo|E Y=Y T o] £@ Alo]E2 EAJsLuA} 5
k.

I:I

1’32 54 =0 ’3!753 AZH AR 25 YEUY, A2 FA/d0] 22 =t
22 7R B2 YEY I YoA Fast 5H T3

(Freeman, 1978)[16]. Olﬂﬁl ‘:% 956l Ao E UEY T A 5335t A R|HoZ,

AP Al HEY T 550 FHst S & 4 o} A2 382 U5 Al 02 o=

Cp(py) = deg(v)
o714 C_D(v)& =& vo] A2 5417 3tolH, deg(v)= k& vof] AZE AX]Q] 5 9f0]
=

rok
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3.2.3. "H7H 3 4/d(Betweenness Centrality)
FAASHEYI YO g == % /\}0194 AT J =20 B4 eIt dop AR5
YHENS FFUT 7] 490 5 R Ex Y 589 FAIALR, ST = a2 AT
Al

g
= o
2H UEYI U FE Antg aupA o g 9ol 4 QltkBrandes, 2001)[17]. Bi7] F41 /82
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3.2.4. H|0|X|4 3 F4‘d(PageRank Centrality)
HO|RF 2 FA2 F39] 2o A5 7|Hte g » B0 £4S FUeh= g5 os
mHo]x]ei 3 FAMo] o L E= 2 Z Q5 52 BF o] Al xE g LﬂE_F]ﬂ b
HY Q= AES gtck(Page et al., 1999)[18]. o] A= 2% R5l AFO] ES] 24t 3l
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3.3.1. Leiden ¥12|&
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SASISACTrag ot al. 2019)19). 13 531 431 Aol 71 oftd 2502 Fef g0
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Se12Ie] Modularity) Q= U191 371 A RUEI2 LIS} 1) 2 A1) =cE
U P Aol EAlE oISk AlEolt BEelEl: Be 3
o 12 Wl 1, C1E AR UE 219) e JIE o2 488 ehic, BRelelE on
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3.4. A|Ztst

3. O 5] AJo] E Y EQ F0] LR 2 A|ZHA 0 2 olsfs}7] ) NetworkX e} Matplotlib 2}
OIHEME ARESHo] HIEQ 3 A|ZFStE o8stoin). Al Z4ste B4tst HEQ I Hlojg & Al
UA o2 olsfistA oM UEHT Ujoj|xe] siA] Ato] EQt FAHE shzof mpefdh 4~
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3.4.1. NetworkX % Matplotlib

NetworkX= U EFf A4, 4%, A|Ztet 7|52 Als-she mholyd 2fo]Bei2] = thefet
I 2]E A80] 7F55tH, Matplotlibi= A|ZtehE ¢1et A Q] mho]X 2fo|Ha{a] 2 thef
FEIQ] 2= Ago] 7Hsstet.

o

ok

3.4.2. Kamada-Kawai 2{|0|0}

2 Aol A= Kamada-Kawai 2]o]oF-& AF&-sto] Y EY 3 A|718}E 2885130t o]
N5 of[HA| 2|45 Y] 7[Rt 2 & IF A7 A A2 s vHgshe S vlx]
of Y EQ 39| 124 /48 Yo B ojEtHKamada & Kawai, 1989)[20]. o HA] &4~ E
Chaaf 2ol Joj=ct.

ol'

rr ob ne

E=Y (k;(d;—1;)%)

i<j

39] "I5Fd-8 1121510] In-Degree Centrality?} Out-Degree
Centrality 2 Utro] B4 _,8} T}. In-Degree Centrality A% 207§2] Afo]ES BXAsH At
24 59} AJo] E7} Tr}4 2 AFR| sl izt o] 9] 3o]A o] S Afo] E 2 o] 2 27} itk
2 ojujstel, Zz Wy Y2 52 Ba) ALRAH 0] o] 2ojxlE How ZAHrY,
gt Out-Degree Centrality 240 A= 4 23 A0 EQ] gro] =A| UE}J o, o]=

F

718 2 A EQ] A S WOl Al gl 5/ w8 HHET. 4 B3 AO|EE A|Q]5)
H, HE] A= Ao] EQ] Qut-Degree Centrality”7} =& HOIM|, o]= HE] AZ AlO|EVI &2
25 TH Ao ER AAR = JIE AlEs] fle o= siA =

<Table 2> In-degree and out-degree degree of degree centrality

Top 20 In-Degree Centrality | URL In-Degree | Top 20 Out-Degree Centrality | URL Out-Degree
Nodes Central Nodes Central
https://wn-st.com/ 37 https://jusodude09.com/ 927
https://1bet1.vip/ 35 https://www.ygy01.com/ 298
https://ww-ot.com/ 32 https://ygy01.com/ 298
https://xn—1-v78es76b.com/ 24 https://linkssakda1.com/ 258
https://dis-bb.com/ 20 https://jusowd.com/ 80
https://spst-ddd.com/ 19 https://jusoya.com/ 64
https://mcl-ddff.com/ 18 https://mttotoinfo.com/ 63
https://play-tt.com/ 18 https://www.bobaelink55.xyz/ 62
https://gc-bbb.com/ 18 https://amylink.net/ 61
https://bsbs-777.com/ 18 https://nsfwkr.net/ 61
https://snc-rr.com/ 18 https://totosave.com/ 56
https://mrc-kk.com/ 17 https://totogun.com/ 56
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https://upup-rr.com/ 17 https://tostar01.com/ 56
https://btbt-777.com/ 17 https://yajuso.com/ 56
https://tenca-10.com/ 16 https://toinkuk.com/ 55
https://fst-ccc.com/ 16 https://linksome.net/ 53
https://hr-rr.com/ 16 https://save-1.net/ 53
https://happytoon01.com/ 16 https://kr67.sogirl.so/ 44
https://pg-kkk.com/ 15 https://kr25.4kjav.co/ 43
https://Iv-ca.com/ 15 https://xhamster.com/ 38
4.1.2. 0§74 B8
o7l &A14(Betweenness Centrality) 2404 & AF9] 207]] Alo]ES A ESH Au}, =4
D8 AP EQ} YR EAME Ao E7} 2 U] AN S BACE FA BG Ao EX ofa AL
O] EQ} 0] Rhot =2 U7 541788 Hol= Zlo] ol Anfo|tt. £53 viet F2, A2
2 FAIT U7l 5482 =2 ERIE APO| EQ] 4%, UEA I YolA SAIAT 22 4
oJst, B 559 Sl )l Aoz FAHEL o]t Ao ES2 U EY 39| sl FAHA}
3 Sl At A YEYD 67 558 Yeflets vt ek,
<Table 3> Table centrality and PageRank centrality
. URL URL
Top 20 betweenness centrality nodes |betweenness Top 20 PageRank nodes PageRank
central
https://www.ygy01.com/ 0.004187 https://happytoon01.com/ 0.001444
https://jusodude09.com/ 0.003065 https://wn-st.com/ 0.001231
https://yagong77.com/ 0.003042 https://ww-ot.com/ 0.001171
https://drugharm.life/ 0.002047 https://t.me/h2csc 0.001097
https://linkssakda1.com/ 0.000735 | https://pfkakao.com/ xdgxiys | 0.001020
https://ygy01.com/ 0.000672 https://t.me/s/newtoki5 0.001019
https://www todava78.asia/homephp | 0.000350 ngggftt:;f:fgj:;zgsz&/ﬁj&dj 0001007
https://torrentqg319.com/ 0.000252 https://t.me/tvspeed10 0.000997
https://sometv27.com/video?category1=1| 0.000231 https://eoqka24.com/ 0.000988
https://www.bobaelink55.xyz/ 0.000228 https://1bet1.vip/ 0.000988
https://torrentsome147.com/ 0.000221 https://spst-1111.com/ 0.000929
https://mttotoinfo.com/ 0.000172 https://optalk-juso.com/ 0.000854
https://jogaeparty133.com/ 0000169 | RS/ Whozzggfﬁys/ stats/wan! - 00831
https://totosave.com/ 0.000158 https://www.rotwire.com/ 0.000825
https://totogun.com/ 0.000157 | https://xn—gl-qv9iw2zsia.com/ | 0.000825
https://kr30.topgirl.co/ 0.000127 | https://hepd43.xyz/defaultaspx | 0.000819
https://coktv.live/ 0.000121 https://bcrvs.com/ 0.000795
https://www.gbittorrent.org/download.php| 0.000111 https.//chamstv8.com/ 0.000787
https.//blacktoon306.com/ 0.000105 https.//xn—z27bt9c1e.com/ 0.000779
https://www.torrentreel83.site/ 0.000104 https://toons.info/ 0.000779
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.I.

4.1.3. Ho|x|H3 ZHd

mo] x| 3 541 d(PageRank Centrality) &4 A}, AO|E {3 of| ThE sl =
o x] ekotout, 28 UE AIEZH 7MY =2 Ho[A|P A S = BYey, 1 HE =Y
gt Afo] EZ0] AFR|SHAT. Hlo]X|28 3 H41/d0] == A2 sllF A EZFHIEL
223 X A5, W2 Ao E 2 HE] AR E]A =
2t AP ES2 U EY T FAl0] & 92 UIA & Qlo] A 4+
ALt

ZF7P 02, HolA[E A F4l/d0] 2 A|EE0] AR WS molslr] $fsll Website
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7ot Bl 3782 ol 0Pl A} HolxIY 3 FA A1 BS AFEste] RAe mgstelct.

OB 488 UIE S Yol SRt 2122 sk Aol 2, Mol x|=ha 44 T Afo]

£ 2UE| FATE YT} 5O Ao ES AW 4 9lo], 22} ZeiAE Yo 4 g1 At
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<Table 4> Degree centrality clustering

Top betweenness centrality nodes per cluster

Cluster Top betweenness Centrality URL

0 https://runpeople02.com/

https://www.ygy01.com/

https://mrc-kr.com/
https://xn-z52bt9duvy.wiki/
https://www.utorrent.com/intl/ko/desktop/

https://www.webnovel.com/book/
https.//www.xn—ok0b68ytra.com/
https://www.bobaelink55.xyz/
https://ygp-ask.com/
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9 https://mco-ccc.com/

10 https://kimsungjune19.wixsite.com/my-site

1 https://yako.net/

12 https://hi.xhamster.com/

13 https://xn-qn1b01gy2eh05a.com/

14 https://coktv.live/

15 https://bugs.gbittoerrent.org/

16 https://qr.kakao.com/talk/40Q7kasxJxulzhDEmPWKzcxXTQYw-

17 https://www.xn—om2bk9ff1j.com/

18 https://t.me/torrentsee_vip

19 https://api.shatsapp.com/send?text=https%3A%2F%2Fmhthemes.com%2F%20Premium$20W
ordPress%20Themes

20 https://store.shale.naver.com/detail/pgbmogfigpngnbilikhdjphemfpdmnhl

21 https://info.xvideos.com/

22 https://twitter.com/black16400364

<Table 5> PageRank clustering

Top PageRank nodes per cluster

Cluster Top PageRank URL
0 https://runpeople02.com/
1 https://open.kako.com/o/sDKénov
2 https://spst-1111.com/
3 https://tocatoca.net/bbs/board.php?bo_table=event_rsp&wr_id=1
4 https.//eogka24.com/
5 https://happytoon01.com/
6 https://www.mydomaincontact.com/index.php?domain_name=mango17.me
7 https://www.mydomaincontact.com/index.php?domain_name=bobaelink80.top
8 https://t.me/h2csc
9 https.//t.me/vbank77
10 https://hepd43.xyz/default.aspx
11 https://info.xvideos.red/legal/tos
12 https://hi.xhamster.com/
13 https://xn-qn1b01gy2eh05a.com/
14 https://coktv.live/
15 https://bugs.qgbittoerrent.org/
16 https://qr.kakao.com/talk/40Q7kasxJxulzhDEmRWKzcXYQYw-
17 https://avmov.best/
18 https://twitter.com/ICS_kr
19 https://api.shatsapp.com/send?text=https%3A%2F%2Fmhthemes.com%2F%20Premium$20W
ordPress%20Themes
20 https://store.shale.naver.com/detail/pgbmogfigpngnbilikhdjphemfpdmnhil
21 https.//info.xvideos.com/
22 https://twitter.com/black16400364
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