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ABSTRACT

Voice phishing is a voice-based fraud activity that aims to steal victims' personal information
or cause financial losses. Its methods are becoming increasingly sophisticated and diverse. In
particular, advanced technologies such as Deep Voice, Deep Fake, and LLM (Large Language
Models) are being exploited, making it even more challenging for victims to detect these
attacks. Consequently, research on voice phishing detection has evolved from traditional
statistical methods to deep learning-based natural language processing techniques, with a
focus on utilizing LLMs. LLMs, trained on large-scale datasets, possess the ability to
meticulously detect subtle differences between voice phishing messages and legitimate
messages. On-device Al, on the other hand, offers the advantage of real-time message
detection without requiring network connectivity, ensuring enhanced privacy protection. In
conclusion, the combination of LLMs and on-device Al has emerged as a powerful tool to
counter various new types of voice phishing attacks. These technologies enable proactive
detection and prevention of voice phishing, providing an effective defense system that
ensures real-time response and privacy protection. It is crucial to leverage continuously
advancing technologies to develop more effective countermeasures in the future.
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