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ABSTRACT

This study examines the effectiveness of Geographic Information System (GIS) and Social
Network Analysis (SNA) techniques in COVID-19 epidemiological investigations and explores
their potential application in police investigations. From April 27, 2020, to July 25, 2021, a total
of 188,848 confirmed cases were analyzed using 185,925,365 mobile phone base station
communication records (STAP), 50,224 credit card transactions, and 800,499 QR code records.
GIS analysis identified the movements and contact points of confirmed cases, while SNA
visualized the relationships between confirmed cases and predicted transmission paths
through cluster analysis. The results showed that frequent regional movement was a major
factor in the spread of infections, and the consistency between the transmission routes
identified in the in-depth epidemiological investigation confirmed the accuracy and reliability
of the analysis. This study highlights how data forensics—as demonstrated through the use of
GIS and SNA—can become a valuable investigative tool in criminal investigations. Specifically,
it can enhance efficiency and speed in solving cases such as voice phishing, drug trafficking,
organized crime, and violent crimes. However, the study notes limitations such as the accuracy
constraints of cell tower-based data (e.g., STAP) and the incomplete information available for
SNA, which can affect the precision of the analysis. In conclusion, the adoption of data
forensics in police investigations can improve investigative efficiency and play a crucial role in
the prompt resolution of cases.

KEYWORDS

Data Forensics, Geographic Information System (GIS), Social Network Analysis (SNA),
Location-Based Analysis, Base Station and GPS Tracking
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<Figure 1> Protocol Diagram of Location Signal Transmission Between Mobile Phones and

Base Stations.

MME (Mobility Management Entity): A core control element in the mobile network, responsible
for managing the mobility and session of user equipment (UE);

eNodeB (Evolved Node B): A device that functions as a base station in the LTE network;

UE (User Equipment): User devices such as smartphones, tablets, or loT devices that connect to

the network.
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<Figure 2> Movement Paths and Overlap Spots Analyzed Using Mobile Phone Base
Station Communication Data in ArcGIS Pro.

(A) Movement paths of all confirmed cases, (B) Movement paths of 13 confirmed cases, (C)
Overlap spots of the movement paths of 13 confirmed cases. Based on movement paths.

(A) (B) ©

Figure 3. Overlap Spots of Other Confirmed Cases Visiting a Specific Location Analyzed
Using ArcGIS Pro.

(A) Specification of the radius of a specific area, (B) Mapping of the movement paths of all
confirmed cases, (C) Extraction of additional visitors within the specific area. Based on location.
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<Figure 4> Interconnection and transmission route in outbreaks.

(A) Verification of interconnectedness between 2 outbreaks, (B) Transmitted relations diagram
between clusters.
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<Figure 5> Presumptive transmitted relations diagram between these outbreaks through
geographic information system and social network analysis.
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