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ABSTRACT

This study aims to explore the integration potential of forensic intelligence and data forensics
in scientific investigations as crime patterns in digital society grow increasingly complex and
diverse. Based on this exploration, it proposes a framework for establishing a Korean forensic
intelligence system. Forensic intelligence refers to a scientific approach that collects and
systematically analyzes various crime data to identify crime patterns and correlations, which
has shown transformative potential in criminal investigations across major law enforcement
agencies internationally. This study examines forensic intelligence and database use cases in
countries such as the United States, United Kingdom, and Japan, underscoring the need for
data integration in Korean forensic investigations and presenting data forensics as a
foundation for developing forensic intelligence. Specifically, this study details multiple crime
investigation scenarios that integrate the SCAS+ and GeoPros systems and provides practical
application examples. SCAS+ is a system that consolidates key forensic evidence, including
fingerprints, DNA, and footprints, to assist with investigating criminal patterns and analyzing
relationships between cases. GeoPros, by contrast, is a geographic profiling system that
focuses on predicting suspects’ movement patterns and identifying future crime hotspots,
making it valuable for preventive measures. The integration of these systems allows for
efficient and prompt responses to crime incidents, maximizes investigative efficiency by
assessing case linkages in unresolved cases, and improves the overall effectiveness of forensic
investigations. Furthermore, this study discusses the need for graph-database-based
knowledge bases to support a comprehensive forensic intelligence system, proposing
methods for enhancing crime network analysis through integrated and networked data
analysis. By mapping a path for data forensics development, this research highlights how a
forensic intelligence system tailored to Korea's law enforcement context can enhance the
capabilities of forensic science. The study also explores the potential of data forensics to
contribute to public safety through crime prediction and crime pattern analysis, reinforcing
the broader implications for social safety net enhancement.

KEYWORDS

Data Forensics, Forensic Intelligence, Crime Data Integration Analysis, SNA, Crime Scene
Investigation System
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<Table 1> HA| HZ[0]|M SCHHZE| XHX| H|E (BM: Z2E SAXE)

o= 2018 2019 2020 2021 2022 2023
SCHE | 488,288 499,010 467,547 419,685 450,463 447,491
AO[E | 149,604 180,499 234,098 217,807 230,355 241,842
TN x| 1,580,751 | 1,611,906 | 1,587,866 | 1,429,826 | 1,482,433 | 1,520,200
2|
309 31.0 294 294 304 294
(5CH /7 T

3. 02, 9%, 28 5 shelel WHRY Ul WASY) Aay Baln §olxt 52 9
3 of2f cfo]elslo] 29 H B8 AAsto] RAI51T golujdt YRS wEsky glon], 1
917t 571, ok, Aol 45 )

SR WEENS 5

=2

National Ballistics
1 Intelligence Database
(NaBID)

National Automatic Fingerprint
- Identification System

WEAEHE(SCASH) = (NAFIS)
MEIHE2TAYAI L GeoPros) National DNA Database
| (NDNAD)
HE|G0|EH 2MAI AR (HOLMES)
| Shoeprint, Image, Capture,
HEHEEMA|AH(CIAS) H and Retrieval System (SICAR)
SAIAPHSSIA| AEI(KICS) = . N L Home Office Large Major
H R i Enquiry System (HOLMES)
i Forensic Data & System | ) -
Criminal Information N ) National Integrated Ballistic
Management System = — Information Network
(CIMS) (NIBIN)
Automated Fingerprint Combined DNA
Identification System — — Index System
(AFIS) (copis)
Criminal Investigation National Missing and
Support-Crime Analysis = — Unidentified Person System
Tools & System(CIS-CATS) (NamUS)
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AH7E R, RlZolut Xop7 | £ 5 AAIIA A H -5 Thedet 53] Hlo|Ejo] A7t AAIH FEl =
F4g=of 9k,

<Table 3> 3 NamUS2}t HAHIE =82 H|0|E{H|o|A

» Unidentified Persons(UP): A1l O|AX} G|O|E{H|O|A

» Missing Persons(MP): 25X} Ci|O|EfH|O|A

» Integrated Automated Fingerprint Identification System(IAFIS): S2 X2 Xt5 A A|AE!
» Next Generation Identification(NGIS): XFAICH A0l A|AH

» Combined DNA Index System(CODIS): T2 DNA AMQI A|AH 5

3hH, =8 ZZFH(NYPD, New York city Police Department)+= thoFst x| 43 ¢o]g]
Ho]|AS AAsT ‘FA ZHA] A|AE(DAS, Domain Awareness System) 2 7511, H-8%
of w&)7] S et ofet CCTV R, 7haly 2 B a2 mjel, YAp] 2, 337
N7} Eatelo] 9lon], oF 2970 CCTV 7hulle, 20] 7he) Ay & 914 o
9] A2 (summonses), 54008t 719] 911 Ast 7| = 5 Yojigh Hlo| & o FX&
AlgtstHtH 18]
= 73Z=(OPD, Orlando Police Department)o]| = NYPDQ} OPRE7 R 2 Al QIEl
2 AT EQistol WalAalo] 3 B85 9IT S5] 23 AT Al 2304 Q1
2412 £910] Alat 50 Afe]7t Hgstol, LA QIe)AA £QJo] TR A Lehich
OPD= Z314] QIElelslA A ARS welsl] Mol Walet &l 7PgA 0.2 pigl Huo)
Al5-o] o] fX|X] ¢Fot th& AR ate] A& 5| of2fgl o, 53] ¥ uAl 5 Ho|EfH]
o ~o] gt A Wgte] A2 NIBIN T2 T24o] 88 w7} o} 57 tlo]g] A2] A]7Fo

L4 ] =
of @Al 2 A|AE]Qlrt. o]o] OPD Onlineolabe ZeES Wr 2 P55tn AL shust
02X mEotd S AakEo] =EEAL, o] & Sdl HlolE 9] SRt 17t 240 80

SA AAIZE R Al go) TSR,
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Vear to Year Timeline Chart
28 Day - Robbery - 041 CMD - Date: 01/04-01/31

Sectar Refiner Chart
28 Day - Robbery - 041 CMD - Date: 1/4/2016-1/31/2016

<Figure 5> NYPD DASH|A X|S5t= &4 SHHECHAEE)

4 ] To]] $47150] ofe] RAjo] ojAA 225t of
olgion], Tl BAl Fu $Ae] T Hukge] Yol

2] SR AT 2
OlElE BE AT 4 gk B

o a u L.

JP

0,

mESElo] 9lx] Skotths Folc,
423. 83

oI wskeat A glo]EJHo| A(FINDS, Forensic Information Database Service)
AATE 5510, DNA B, XIS, AEK B 5 YT £ Holeplol 22 A
51Irt. o] AlARIS 28 slo] WAl 2Aleh AEAL Ao A2 285k glon], ARK R 2
& Qo] 012 4 AEE AlEdhe 5, AlAEE &3t kAL HlolE o] A=Al
297} olgRIn At

<Table 4>  FINDS2t HA|El F2 C|O|E{H|0| A

» National DNA Database(NDNAD): DNA Cf|O|E{H|0]2

» National Fingerprint Identification System(NAFIS): X|2 Al A|AH

» Missing Persons DNA Database(MPDD): &/&Xt DNA GH|O|E{t|0]A

» Missing Persons’ Operational Response Database: 23X+ 27 CHS C|O|EH[O|A S

OpA Abul o) LA QIR A ALl SO SR A Qe HA Al Axle] P
3, 5. @UlolE] B8 § A 74l 2
ek € steresl 39 290018 BUA age
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HeW71 el 22 S8 dAI2R(FTIS), S UHAILAR(EMS), ofnjR|SH Al
ARI(IEMS) 52 &Y3tol 293571 AlAste], 5 7118 skt Al ARS8t fofuet
FEES =&t ot o2 501, ¥R SCAS+o| jige g = % A2 2=t Ale2 8t
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2 DNA m2mo| sl ujsj 2 AR 57427 Azl B2 58 ERs151, 3D 22U
A 2612 28 5t0] GAba A do]el2 uliste] AU HRISHE 5 9k 5 /g et
S A2E1S 28 5t] ojujat AR S £ st ok A QIElelHATE PRE A o)
SR/, A SPAOIALE of2] <Table ] Sfet2A) oleilol 28 284 Aol ol

<Table 5> CHEI2IZ ZA @ BBtAL HlO|E{H|0] 2 33
eSS 2357 L]

] SANSE]  ENTIS
AlIZSIEEY PSRN LA 24,
(= o
S |[HERAL RIRARI Al S| gaAiENETy | L mewmaw,
Coney, [ ¥EESEEezERl | momEmIy N | =xE=e
IR SHSAE, A QAN M
x| ccrv g qcs | BRI BRI 2,
nege [NEEEALHGES 32| oFel SENY | O | SALRIKES,
Taam [H7152 s gaky WA e S | Y SIS
coprog |01 EE A ROPEE S | ESUE 2,
(GeoPros) olpEAEE °C | Fx s
o
X|22 DBE %310 0|E 7| SCAS+ | KIZZ(E x|
RISAISZA oz wasT QRX2 L >
| x=ooR) Z™olz| | 2 HM AR
NAEYAFIS) A9l SAixtel Mglstol S & e i
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BREA T ooire grol o aaxpam|  TAARETex), acs | NEFEEA
RFEEA|AE [T =7 e X T X|20|0|X AR} X2 =0
EE:INES |2(0lD|x) FxI2 =0l
= |zt Hs Atel 5 MM mole SARER) | o s
(E-CRIS) ZOIRIX| HEAR 1| Q)
DNAAlejstol [DNA X DALl QXA KICS Ao
Alj;fL SUATC #3|, HA|X} DNA| DNA A/EAC 5L ofof | (F4m|Q| iHE;};
o
on DB TS DNADE ZHbl| chSshe OIEARE | scAs+ | gt 25l
OIMS) 13 zastor dig) ol (gmc g T
SR ENE
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5.2. SCAS+ ZMO| J2f= H|Oo|E{H|o|A AHA| riot
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o), =AY Qe DS oA BB Sl 1)
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P
X, 8H 8-S BAE 4 S clolef} AgAIEl o] £A%lof 9lofof & Bat oz} 4
S
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2 2 glojo} gk,

ol 2]t Bl A of2] FAMKFUA A ARl Solol SAE Atole] BAat U ES D
A Gups o2 WS BHY 4 9t PAZ AFoH: WIEU 3 Neodioh 2
dlojeldlo] 2 71vto] A1 o] 20| £Qle Fagh Aol ° 4 ick

ofe} 2%& @l ELRRIo] I Al2teE £ 24 (AgensCraph) S L §ste] 28U Z ¥
X3t oflAJolck. 9l AR, o)A, w0l A7 AR 2 EH ol2jo] 9= A}, FAb]7] A
B, VPN AR 5 clokeh 930 AR5 Eustel o Asbt waleh Beiol oAl W
4 9k,

Device Address
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<Figure 6> H|EL}QI A|ARY 7|t Z-8HZ|
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Sl glojEjo] A Z[9te] HAgH BA0] & ThE Al 2 G WAIAE Q] 570 ¥
Hlo]EjAIQ1 POLE(AF, =41, $1X], Atd)o] Qlct. o] HloleiAl Jxjet A - 7HgAl o 2
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<Figure 7> POLE(Person, Objects, Locations, Events) G| O] E{41 L&
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<Table 8> X|H'H HAUX|F E4dof [M}E HE Zd T

N etEEXY | ARXF | AZHEX| Y | OHIHE EHX| QI | BAX|ZHUX| T | HO|d 212
M2 3 (42.9%) 0 (0.0%) 3 (42.9%) 1 (14.3%) 0 (0.0%) 0 (0.0%)
S4 0 (0.0%) 0 (0.0%) 0 (0.0%) 3 (42.9%) 1(143%) | 0 (0.0%)
CH+* 1 (12.5%) 0 (0.0%) 0 (0.0%) 3 (37.5%) 3 (37.5%) | 1(12.5%)
QIH 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 5(100%) | 0 (0.0%)
FF 1 (8.3%) 1 (8.3%) 1 (8.3%) 1(8.3%) 8 (66.7%) | 0 (0.0%)
24 0 (0.0%) 0 (0.0%) 1 (33.3%) 0 (0.0%) 2 (66.7%) | 0 (0.0%)

47|g45 0 (0.0%) 0 (0.0%) 1 (4.5%) 1 (4.5%) 20 (90.9%) | 0 (0.0%)

7152 | 1(20.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 4 (80.0%) | 0 (0.0%)
4 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 3 (100%) 0 (0.0%)
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55 0 (0.0%) 0 (0.0%) 1 (25.0%) 1 (25.0%) 2 (50.0%) | 0 (0.0%)
s 1 (14.3%) 0 (0.0%) 1 (14.3%) 0 (0.0%) 5(714%) | 0 (0.0%)
e 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 12 (100%) | 0 (0.0%)
et 0 (0.0%) 0 (0.0%) 2 (18.2%) 2 (18.2%) 7 (63.6%) | 0 (0.0%)
a5 0 (0.0%) 0 (0.0%) 1 (16.7%) 0 (0.0%) 5(83.3%) | 0 (0.0%)
1= 1(9.1%) 0 (0.0%) 2 (18.2%) 0 (0.0%) 7 (63.6%) | 1(9.1%)
A 8 (6.7%) 1(0.8%) | 13 (10.8%) 12 (10.0%) 84 (70.0%) | 2 (1.7%)
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